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Justice organizations are looking for ways to provide
secured access to multiple agency information systems
with a single logon. The GFIPM initiative provides

the justice community with a security and information
sharing architecture that is based on an electronic justice
credential. This standards-based justice credential can
be used to securely connect law enforcement and public
safety personnel to interagency applications and data
over the Internet.

Building a Federation for Secure

and Trusted Information Sharing
“Federation” is a fundamental concept in the GFIPM
framework. The federation provides an agreed-upon
framework for allowing agencies to directly provide
services for trusted users whom they do not directly
manage. A federation is a “group of two or more trusted
partners with business and technical agreements that
allow a user from one federation partner (participating
agency A) to seamlessly access information resources
from another federation partner (participating agency
B) in a secure and trustworthy manner.” Major
organizational participants in a federation vet and
maintain information on the users they manage, and
each federation partner retains control over the business
rules for granting access to the sensitive information it
owns. The federation partners establish the electronic
trust needed to securely access information by sending
standards-based justice credentials to federation
partner information service(s). The federation partner
information service(s) evaluate the justice credentials
to determine whether to grant or deny access to the
requested service or information.

Global Advisory Committee Recommem-

In the past several years, federated identity
deployments have grown, matured, and expanded

in depth and breadth across multiple industries. As
the standards have matured, more organizations are
becoming aware of the compelling business case for
building federated communities. As such, a critical
objective of the Global Justice Information Sharing
Initiative (Global) Security Working Group (GSWG),
which oversees the GFIPM project, is to ensure
compatibility by collaborating with other key ongoing
projects within Global as well as those that cross

http:/fit.ojp.gov/GFIPM

United Statos
Deparimend of Justkce

http://it.ojp.gov/IGFIPM http:

domain boundaries, such as the National Information
Exchange Model (NIEM), the Information Sharing
Environment, and the Law Enforcement Information
Sharing Program.

Federated identity is part of Global’s vision for promoting
secure nationwide information sharing.

Federation Benefits

User Convenience

Users can access multiple services using a common set
of standardized security credentials, making it easier to
sign on and access applications and to manage account
information.

Interoperability

By specifying common security
standards and framework,
applications can adopt
interoperable security specifications
for authentication and authorization.

Cost-Effectiveness 1
GFIPM facilitates information sharing by using a
standardized XML-based credential that includes
information about each user’s identity and privileges. This
reduces the cost and complexity of identity administration
required to access applications and vet users.

Privacy

GFIPM can reduce the propagation of personally
identifiable information, reduce the redundant capture
and storage of personal identity information, and
depersonalize data exchanges across domains through
the use of privacy metadata.

Security

A federation model can improve the security of local
identity information and data in applications by providing
a standardized approach to online identities between
agencies or applications.




To this end, the Global Advisory Committee has made
the following recommendations:

¢ Recognize GFIPM as the recommended
approach for development of interoperable
security functions in authentication and privilege
management for information exchange among
cross-domain justice information sharing systems.

¢+ Urge the members of the justice community to
consider GFIPM as a potential building block to
a layered security solution when authenticating
users among cross-domain organizations.

How can justice organizations share
information with new partners while
securely safeguarding data, maintaini

privacy, reducing administrative burde
and providing their users the ease of
single sign-on?

One recommended solution is GFIPM. It represents a
strategic change and dramatic improvement in the way
justice organizations establish the trust relationships
needed to share information. GFIPM provides a
standardized justice credential to be used by members
and partners of the justice community. This credential
will allow more information to be shared in new and
automated ways with reduced management burden
and improved security and on a broader scale. GFIPM
effectively breaks down the traditional barriers of . .
stovepiped systems to better safeguard our nation. Privilege Management
What level of information

GFIPM Framework - access is appropriate for the
user, based on such criteria as

Identification/Authentication
Who are the end users and how are their identities verified?

The GFIPM framework provides the justice community certifications, security clearances,

and partner organizations with a standards-based job functions, local privileges, and

approach for implementing federated identity. organizational affiliations?

Common use of these standards across federation

systems is essential to their interoperability. Audit

Leveraging the Global Justice XML and NIEM, a What information is needed or required for the purposes

standard set of XML-based elements and attributes of auditing systems, systems access and use, and legal
(referred to collectively as GFIPM metadata) compliance of data practices?

about a federation user’s identities, privileges, and
authentication can be universally communicated.
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