Global Intelligence Working Group

February 17-18, 2003

San Francisco, California

Meeting Summary

The Global Justice Information Sharing Initiative (Global) Intelligence Working Group (GIWG) met in San Francisco, California, on February 17-18, 2003.  The GIWG is one of five working groups of the Global Advisory Committee (GAC).

Monday, February 17, 2003, Plenary Session

Welcome and Introductions


Mr. Mel Carraway, Superintendent, Indiana State Police, and Chair of the GIWG, opened the meeting February 17, 2003, and welcomed attendees.  He explained that many invitees, including committee chairs, were unable to attend because of the snowstorm that struck the East Coast.  The following were in attendance:


Mr. William Berger



North Miami Beach Police



  Department



Miami, Florida


Mr. Donald J. Brackman



National White Collar Crime Center



Richmond, Virginia


Mr. Ron Brooks



Northern California HIDTA



San Francisco, California


Mr. Bruce Buckley



Institute for Intergovernmental 


  Research



Tallahassee, Florida


Mr. Alan Carlson


The Justice Management Institute


Kensington, California

Mr. Melvin Carraway



Indiana State Police



Indianapolis, Indiana


Mr. Carlo Cudio



Monterey Police Department



Monterey, California



Mr. Max Fratoddi 



Federal Bureau of Investigation



Washington, DC


Mr. Dennis Garret



Arizona Department of Public



  Safety



Phoenix, Arizona


Mr. Vernon Keenan



Georgia Bureau of Investigation



Decatur, Georgia


Mr. Phil Keith



Knoxville Police Department



Knoxville, Tennessee


Gerard P. Lynch, Esquire



MAGLOCLEN



Newton, Pennsylvania


Mr. George P. March



RISS Office of Information Technology



Thorndale, Pennsylvania


Mr. Ritchie Martinez



Arizona Department of Public 


  Safety/HIDTA



Tucson, Arizona


Mr. Jerry Marynik



California Department of Justice



Sacramento, California


Mr. Kent Mawyer



Southwest Border States Anti-Drug



  Information Systems



Austin, Texas



Mr. Tom O’Connor



Maryland Heights Police Department



Maryland Heights, Missouri

Mr. Henry Pino



Ak-Chin Tribal Police Department



Maricopa, Arizona


Mr. Russ Porter



Iowa Department of Public Safety



Des Moines, Iowa


Mr. Philip Ramer



Florida Department of Law Enforcement



Tallahassee, Florida


Mr. Richard Randall



Kendall County Sheriff’s Office



Yorkville, Illinois 


Mr. Mike Schrunk



Multnoma County District Attorney’s 



  Office



Portland, Oregon


Mr. John Smith



Drug Enforcement Administration



Alexandria, Virginia

Opening Remarks


Chairman Carraway addressed the group, speaking of the task ahead and the challenges the GIWG faced.  The GIWG will create a model intelligence sharing plan.  There are barriers to intelligence sharing, and it is up to GIWG to find ways to overcome what has impeded intelligence sharing in the past.  Chairman Carraway emphasized the importance of GIWG’s work to public safety and homeland security.


Chairman Carraway delivered a presentation
 to the group describing the vision for the model intelligence sharing plan and what it would provide to the law enforcement community.  The plan will be built upon eliminating the human barriers to intelligence sharing and creating the seamless sharing of intelligence between systems.  Further, it will be based upon model principles and policies, a national training model, nationwide outreach to law enforcement, and the respect of an individual’s privacy and civil rights.  The national intelligence plan would result ultimately in a proactive law enforcement community.  Making the benefits of this intelligence plan clear to patrol officers, detectives, intelligence unit managers, law enforcement executives, and federal officers is key to the GIWG vision.


The GIWG will produce a first draft of its model intelligence plan by May 2003, and the final report will be delivered to the U.S. Attorney General in October 2003.

GIWG Committee Meetings


At this point, the attendees met with their respective committees.  Because attendance was reduced due to inclement weather, Chairman Carraway combined the committees as follows:

· Privacy Committee/Policy Committee

· Training Committee/Outreach Committee

· Connectivity/Systems Committee and Standards Committee

Privacy Committee/Policy Committee


Mr. Alan Carlson acted as Chair for this meeting upon Chairman Carraway’s request.  He began by asking those in attendance to introduce themselves and describe their involvement in criminal intelligence.  In attendance, for this joint committee meeting, were Mr. Mike Schrunk, Mr. John Smith, Mr. Vernon Keenan, Mr. Henry Pino, 
Mr. Gerard Lynch, Mr. Dennis Garrett, and Mr. Phil Keith.  The following issues were discussed.

Privacy Committee

Privacy Safeguards


Mr. Carlson used a recent lawsuit against the Denver, Colorado, Police Department’s intelligence unit as an example of the need to address privacy concerns appropriately.  Mr. Keenan stated his concern that policymakers think the best way to prevent terrorism is to collect information, but without the proper safeguards in place, this creates problems.  Having the appropriate safeguards can prevent the problems and abuses that lead to public suspicion and mistrust of police intelligence work.  

Public’s Expectations of Privacy


Public sensitivity around privacy issues often has nothing to do with legal requirements—oftentimes the public’s sense of what should be private is not necessarily that which is protected by law.  Mr. Schrunk stated that, for example, it is legal for police to do a “garbage pull” and go through trash left at the curb, but citizens are surprised to learn this.

Addressing Privacy Concerns Up Front

The committee members discussed the need to consider privacy issues early on when developing intelligence sharing policies.  It is easier to make necessary changes in policy at the beginning of the process rather than at the end, after much effort has been 


involved.  Proposed policies should be vetted through the Privacy Committee for its input and prevention of wasted efforts.

Existing Constraints Protecting Privacy

Currently, there are First Amendment restrictions on collecting information, including the rights of association and press protection.  Regulations stated in 
28 Criminal Intelligence Systems Operating Policies (CFR) Part 23 also impact privacy.

Policy Committee


The Policy Committee was charged with identifying the areas and issues that a model intelligence plan should address.  It was agreed that the scope of the committee’s work should not be limited to anti-terrorism intelligence sharing, but should include intelligence sharing aimed at combating all criminal activity.  Mr. Smith offered a method for identifying issues, that is, to follow the general path that information takes as it is collected, analyzed/used, and disseminated.  Through discussion, the issues involved at each stage would become apparent.  The group agreed to take this approach and identified the following as issues to be addressed in the model intelligence policy.

Collecting Information


There was much discussion on the standard that should be applied before information can be collected.  Before information can be legally collected, a certain standard must be met, depending on the circumstances of the collection.  For example, a patrol officer must have a reasonable suspicion of criminal activity before making a “Terry stop” of a citizen.  The standard would be different for an intelligence officer collecting information outside of the context of stopping a citizen.


Information collected by agencies using federal funding must meet the requirements of 28 CFR Part 23.  Presently, 28 CFR Part 23 (applying to those agencies receiving federal funds) requires that there be “reasonable suspicion” of criminal activity before intelligence information may be collected.  However, amendments may change this standard to “of interest.”  There was general agreement that if this shift does occur it may result in the types of problems that occurred in the 1960s and 1970s.  The committee agreed that it cannot recommend a standard for collecting information that differs from that contained in 28 CFR Part 23.  Therefore, if the standard does change to “of interest,” then the committee should recommend policies that would safeguard against any kind of collection abuse.


While information may be collected for many reasons, it cannot be collected for the “wrong reasons.”  This is shorthand for illegal or improper purposes, such as racial profiling, harassment, infringement on citizens’ First Amendment rights, or any other improper purpose.  

Using/Accessing/Analyzing Information


Policy should address who within an agency should have access to intelligence information.  The committee discussed, for example, the amount and type of intelligence information a patrol officer would need in order to do his or her job.  Policies should address the classification of information, including specific definitions and terminology.  It should include requiring security clearances for access to intelligence information.  For successful oversight, there must be monitoring and accountability within agencies to ensure the appropriate policies are being followed.  Policies should require audit trails to monitor who accessed intelligence information, reports of violations, and consequences for abuse.


Pointer systems were discussed as an alternative if a person or agency is not comfortable sharing particular information.


There was lengthy discussion on the training, qualifications, and certification of intelligence analysts.  This issue was ultimately referred to the Training Committee.

Barriers to Intelligence Sharing


Chairman Carraway stressed the need to identify the barriers to sharing intelligence.  Once these are identified, appropriate policies can be created to solve these problems.  


Committee members identified several barriers to intelligence sharing, such as the law enforcement culture of keeping information “close to the vest,” ego and personality of individuals, the feeling of power some get from controlling access to information, and the fear that shared information will be inappropriately disclosed.

Dissemination of Information


Dissemination occurs when information is put into a system, as well as when information is accessed by others linked to the system.  Policy should address the criteria for putting information into the system, especially in light of proposed amendments to 
28 CFR Part 23.


The distinction should be made that intelligence is disseminated for two separate reasons—tactical (to conduct operations) and strategic.  Dissemination also occurs when information is made available to the public.  Committee members felt there should be a policy addressing when public disclosure is appropriate.  


There was discussion that whoever owns the originating data has control of its downstream use, including whether it can be publicly released.

Retaining Information

After information has been collected by an agency and/or used/analyzed, the issue arises whether and how information should be retained.  Mr. Schrunk stated that the issue of retention must be decided up front.  Mr. Keith suggested the rule regarding data retention should come from the agency that owns the data.  Mr. Lynch stated that agencies regulated by 28 CFR Part 23 must follow its retention rules (data must be purged after five years if it has not been updated).  Mr. Garrett stated there must be a policy on purging intelligence data, and that the purge period should be included in the policy.  A related issue is the retention of the audit trail itself, which is presently required by 28 CFR Part 23.

Information/Intelligence Quality

Committee members discussed the need to ensure information and intelligence quality.  Intelligence sharing systems should identify the source of the information.  There should be accountability for the quality of the information in the system.  
Mr. Smith discussed a recent case in the Washington, DC, circuit that imposed liability against the Federal Bureau of Investigation (FBI) for relying on information it obtained from a database that turned out to be inaccurate. 

Tribal Intelligence Sharing Issues
Mr. Pino stated that tribes do not share information.  Tribes do not submit information to databases for cultural, sovereignty, and political reasons.  There are also legal constraints prohibiting tribes from participating in information sharing.  Federal law and tribal code prohibit disseminating information unless authorized.  These unique barriers that tribes face should be specifically addressed in intelligence sharing policy.

Protecting Information and Individuals

The committee agreed that the policy should address the need to protect a system’s integrity, data ownership of those contributing information and intelligence, and the various individuals who could be hurt through inappropriate sharing.  These individuals include confidential informants, officers, and the subject of any intelligence gathering.

Miscellaneous Issues 


The committee discussed the importance of defining and distinguishing intelligence from investigatory information.  


Policies developed should consider the special circumstances of small agencies where a patrol officer may be the same individual who conducts intelligence analysis.


There were questions about whether there were already best practices developed by other intelligence sharing systems, and comment was made about the survey currently being conducted by the Institute for Intergovernmental Research (IIR).  


The issue of data ownership arose repeatedly.  It affects many of the policy areas, but appeared to be an issue in and of itself.  The consensus was that the agency or analyst originally entering information or intelligence into a system is the “owner.”

Standards Committee and Connectivity/Systems Committee


Mr. George March acted as chair for this combined meeting.  In attendance were Mr. Ronald Brooks, Mr. Gerard Lynch, Mr. Kent Mawyer, Mr. Philip Ramer, and 
Mr. Max Fratoddi.  The issues discussed by each committee were as follows.

Standards Committee

Existing Intelligence Standards


Committee members discussed examining existing intelligence standards to identify best practices to be used in the intelligence process.  These include:

· 28 CFR Part 23

· Law Enforcement Intelligence Unit (LEIU) 

· International Association of Law Enforcement Intelligence Analysts (IALEIA)

· International Association of Chiefs of Police (IACP).  

· National Drug Intelligence Center


Mr. Fratoddi offered to share the Counterdrug Intelligence Executive Secretariat (CDX) analyst model plan, and Mr. Mawyer offered the course developed by the Texas Department of Public Safety (TDPS) that teaches intelligence recognition and collection methods.  Reviewing the CDX and TDPS materials was referred to the Training Committee.  

Collection Standards


Committee members attempted to create a form for collecting intelligence.  After discussion, they agreed this was not feasible and recommended identifying and standardizing common data elements collected during the intelligence process.

Agency Size


The committee discussed the impact an agency’s size would have on applicable intelligence standards.  They agreed that minimum standards regarding the intelligence process would remain constant regardless of agency size.  However, the method the agency uses to achieve those standards may vary between agencies of varying sizes.

Connectivity/Systems Committee


Committee members began the meeting by reviewing the issues discussed at their January 28, 2003, meeting in San Antonio, Texas.  They agreed their efforts should focus on connecting existing intelligence sharing systems rather than creating new systems.  
The group was briefed on the results of an intelligence sharing symposium co-hosted by the FBI and the Florida Department of Law Enforcement.  The symposium participants agreed to support the efforts of GIWG.  Other issues were discussed as follows.

Key Terms Needing Definition


A common language is essential for system connectivity.  The committee discussed some of the key terms requiring definition.  They referred the task of compiling and defining a list of key terms to the Standards Committee.

Identifying Best Practices 


Committee members discussed the value of identifying best practices on accessibility, connectivity, authentication, membership vetting, and governance.  Members were aware of the survey of existing intelligence sharing systems that IIR conducted for GIWG.  The committee requested IIR to contact the survey respondents and obtain this information.
Achieving Connectivity Standards

Committee members recognized that some existing intelligence systems would fail to achieve the connectivity standards established by GIWG.  The committee recommended the creation of a trusted committee for the ongoing review of technology and additional standards, and providing incentives for complying with GIWG’s compliance standards.

Data Library Tools

The committee recommended the model intelligence sharing plan GIWG creates to include well-designed systems that can utilize data libraries, as well as collaboration and visualization tools.  The National Institute of Justice was identified as a possible source for data library tools.
Barriers to Sharing Classified Intelligence


Committee members again stressed the importance of resolving legal and institutional impediments to sharing classified intelligence.  Mr. Miles Matthews will meet with officials who maintain classified intelligence to identify steps to remove these barriers.  He will report his findings to the committee.

Outreach Committee and Training Committee

Mr. Tom O’Connor and Mr. William Berger co-chaired this joint meeting of the Outreach and Training Committees.  In attendance were Mr. Carlo Cudio, 
Mr. Ritchie Martinez, Mr. Richard Randall, Mr. Donald Brackman, Mr. Jerry Marynik, and Mr. Russ Porter.  The issues discussed and committee recommendations were made as follows.

Outreach Committee


Mr. Berger asked participants to introduce themselves.  He noted that the GIWG committees are developing work products to facilitate the seamless sharing of intelligence information.  It is crucial that this committee successfully market these products.  He noted that funding is an issue and that small agencies have to rely upon others.  Facilitating an effective intelligence sharing plan may require travel to Washington, DC, to meet with officials.

White Paper


The committee agreed that a white paper should be prepared describing the GIWG process.  This white paper should include discussion of: 

· GIWG’s history—why it was formed, particularly IACP involvement; 

· The IACP Intelligence Summit in Toronto, Canada, and 
Alexandria, Virginia; 

· Membership of GIWG—federal agencies included but not dominant;

· Identify GIWG objectives and work products; and

· Timeline for delivering GIWG work products.


The white paper will be distributed to the Department of Homeland Security (DHS) and will link to planning documents.  It will be made available on the Internet.

Article for Publication


An article should be written and submitted to all major associations.  It should include quotes from Attorney General Ashcroft and DHS Secretary Tom Ridge.  The article should contain a link to other Global initiatives and results.

Other Outreach Activities

· An instructional PowerPoint presentation should be prepared describing the white paper and article.  It should highlight that this process has been underway for over a year, starting with the intelligence summit in March 2002.  The presentation should be provided to all GIWG members and available for all meetings and conferences.  Chairman Carraway will be making presentations to the National Governors’ Association, State Court Administrators, fire chief associations, and other similar groups.  In time, other groups will be identified and contacts made.  

· Distribute regular GIWG updates.

· Designate a group to meet with Secretary Ridge and 
Undersecretary Asa Hutchinson, Border and Transportation Security, DHS. 

Training Committee

Standard Training Model


The committee agreed to create an outline describing a standard training model.  There was discussion about the need to distinguish the law enforcement levels to which training should be directed.  The three distinct levels are recruit, experienced officer/investigator, and chief executive.  The first priority for training may be the chief executive to educate these executives about intelligence work and why it is important.  The training model will identify the roles, mission, and objectives for each of the law enforcement levels that should be addressed.  


Mr. Martinez suggested the committee identify appropriate time commitments for the three different levels of training.  Mr. Berger added that the group should consider the impact time commitments have on agency staffing (while its members are being trained), tuition, cost of lodging, etc.


Training should be provided to all state and local law enforcement agencies.  The biggest problem is marketing the program to police agencies.  It is essential that these agencies accept and utilize the intelligence process established by the GIWG.


The committee was urged to focus on the Global concept for an intelligence sharing system.  This includes focusing on what is available and what is needed in order to exchange intelligence in a secure environment.  The group should not create another training program; rather, it should focus on how to train agencies on policies, protocols, and standards to share intelligence information.

Components of a Training Delivery System


The committee discussed identifying the components of a training delivery system.  When discussing the issue of time commitments needed for training, Mr. Berger suggested the committee identify alternative training delivery methods, including using the Internet and satellite connections.  Mr. Randall suggested using police training academies, as well as mobile training units.  


There was discussion of the need to include a “train-the-trainer” program.  Committee members agreed that trainers must have credibility to be effective.  

Existing Training Materials

There was much discussion of existing training materials.  Agencies, such as the Drug Enforcement Administration (DEA) or the National White Collar Crime Center (NW3C) could be used to deliver training.  Mr. O’Connor spent two weeks with 
Ms. Ledra Brady at the DEA and thought their intelligence training was superb.  He compiled training materials from various programs, which were distributed to committee members.

Funding Issues


There was consensus that training should be provided at no cost to participating agencies.  The group agreed that the funding for training should come from the federal government and should be kept separate from who is doing the training.  

Recognition


There was discussion of the importance of proper recognition for those who participate in and become proficient with various law enforcement specialties.  There should be a certificate for an individual or agency that completed intelligence training.  Committee members discussed assisting agency heads in providing recognition and feedback within an agency.

Professional Certification Standards for Analysts/Agents


Committee members noted that IALEA identified standards for their intelligence analysts.  These standards help establish credibility when analysts testify in court.

Tuesday, February 18, 2003, Plenary Session


Chairman Carraway began the meeting and welcomed the attendees.  He noted the previous day’s meetings were very productive.  Chairman Carraway reiterated the GIWG desire to produce an excellent product and urged participants to continue their excellent work.


Scheduled remarks from Mr. Patrick McCreary, Bureau of Justice Assistance, were cancelled in the wake of his inevitable absence.

Preliminary Survey Results


Mr. Bruce Buckley then delivered a presentation† on preliminary results of a survey conducted by IIR on existing and proposed intelligence sharing systems.  This survey was requested at the previous GIWG meeting in December 2002.  Mr. Buckley thanked Mr. Porter, Mr. Martinez, Mr. Bob Moorhouse, and Mr. Mike Battista for their assistance.


Mr. Buckley outlined the survey methodology, including the state criminal intelligence bureaus called, the questions asked, and the existing inventories of intelligence sharing systems accessed.  He then highlighted some of the survey results and brief descriptions of the multiplicity of existing systems.


Chairman Carraway asked how these systems are funded, as most intelligence sharing systems are federally funded.  This is true even though some systems have state funding or are funded by a mix of federal and state agencies.  The group discussed the issue that intelligence sharing systems are all competing for a limited amount of federal funding.  Chairman Carraway emphasized that, as GIWG creates this national system, it includes all agencies, making certain that none are forgotten.


Chairman Carraway asked who owns information when it is developed and disseminated.  Mr. Lynch responded that the agency that submits the information owns it.  Mr. Mawyer stated that, for the Southwest Border States Anti-Drug Information System (SWBSADIS), information is accessed but the data never leaves each participant state’s database.  There was lengthy discussion of information ownership, including using agreements between systems on data management issues.


Chairman Carraway asked how these systems handle requests for public records.  
Mr. Mawyer replied that these requests are referred in Texas to the Texas Attorney General’s Office.  The same procedure is used by MAGLOCEN and Indian tribes.


Mr. Smith asked whether 28 CFR could be used as a vehicle to require national interconnectivity by tying funding to a system’s connectivity.  Discussion followed, and Mr. Williams stated that connectivity is not the issue—everyone wants to connect, but the problem is funding.

Committee Reports


At this point, the committee chairs reported to the plenary session on their meetings of the previous day.  A PowerPoint presentation containing these reports is attached†.  The chairs continued making their presentations throughout the morning and afternoon of the plenary session.  There were questions and discussion as the chairs reported, and the main issues discussed are described below.

Policy/Privacy Committees


Mr. Carlson reported on the Policy and Privacy Committees’ meeting.  There was considerable discussion of the proposed amendment to 28 CFR Part 23 which would change the standard of “reasonable suspicion” to “of interest.”  The implications of information that is only “of interest” being entered into intelligence systems were raised.  


Mr. Porter expressed the concern that if intelligence gathering goes to the “of interest” standard, then there is the chance of revisiting the problems that existed 30 years ago.  There was much discussion of what “of interest” means, and that GIWG may need to define this term.  Mr. Schrunk added that this is a lightning rod issue, and GIWG should articulate this standard and recommend safeguards to avoid the problems of the past.  

Standards Committee

Mr. March presented the report of the Standards Committee.  He conveyed remarks from Mr. Pete Modafferi who was unable to attend the meeting.  Mr. March said the committee grappled with how their portion of the model intelligence plan can relate to interpersonal skills as opposed to relating only to information technology.

Connectivity/Systems Committee

Mr. March also reported on the Connectivity/Systems Committee meeting.  
Chairman Carraway asked the committee’s preference on intelligence sharing systems—a pointer system versus actually providing the information.  Mr. March’s impression was that it is preferable not to have just a pointer system.  Mr. Mawyer added that in SWBSADIS, whether a query is answered with information or only a pointer system depends on the position of the person requesting information.  Mr. March stated that what information is revealed depends on what the owner is willing to share.  

Training Committee

Mr. O’Connor presented the Training Committee’s report to the group.  He clarified that he was not speaking about training intelligence analysts since there were already excellent programs developed to do that.  Mr. O’Connor discussed the committee’s discussion of training curriculum, the need to have training addressed to different levels of law enforcement, and certification standards for training intelligence analysts.  Mr. Carlson conveyed the Privacy Committee’s belief that analyst certification was essential to building trust in any intelligence sharing system.


There was discussion of training delivery, including the spots available at federal agencies for state and local law enforcement.  The number of these spots was increasing at such agencies as the DEA, NW3C, and the FBI.  Mr. Ramer raised the issue of the lack of trainers available to deliver training. 

Outreach Committee

Mr. O’Connor described the products the Outreach Committee planned on delivering, including the white paper.  Participants were asked to inform IIR of agency newsletters and publications so that an appropriate article could be written for these publications.  Mr. O’Connor stressed the need to inform law enforcement about the existence and mission of GIWG.  He also discussed the committee’s plan to provide regular updates on GIWG’s progress.  

New Issues


Chairman Carraway shared a new information system developed by a private vendor, BearingPoint, Inc., titled the Transactional Inquiry Messaging System (TIMS).  He presented portions of BearingPoint’s materials on TIMS.  Chairman Carraway asked for feedback on whether it was helpful for GIWG to review products like this.  After discussion, the consensus was that it was not useful for GIWG to be a clearinghouse for such proposals.  It was felt that if GIWG does it for one vendor, it would have to do it for all, and that it was not their role.


Mr. Fratoddi shared a White House press release on the formation of the Terrorist Threat Integration Center (TTIC).  Participants discussed the need to have some kind of input into the many intelligence proposals and programs developed.  When programs are developed in Washington and suddenly announced, there is no opportunity for input from state, local, and tribal entities.  Chairman Carraway stressed the need to have a seat at the table during these discussions.

Closing Remarks


Chairman Carraway commended the group on their efforts over the last two days.  He reminded participants of their next meeting on April 3, 2003, in Arlington, Virginia, then adjourned the meeting.

� If you would like a copy of this presentation, please call (850) 385-0600, extension 295.
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