Southwest Alabama Justice I nformation Pilot Project
Guidance

I I ntroduction

This memorandum consists of a set of proposed steps and guidance to be provided to the
Southwest Alabama Justice Information Pilot Program Management Group. It isthe god
of this document to assist the Management Group in defining the gods of the project.

The document is dso designed to help identify complex issues in the integration process
and provide tools for resolving impediments.

[ I ntegration Concepts

Idedly, the process of integrating multiple automated functiond processes is a
graightforward task, defined by a st of commonly perceved needs that must be
addressed. The perception of need may be no more complex or formd than a mutud
understanding that there reeds to be more timely access to information. Having sad thét,
there is a substantive difference between information sharing and information integration.
Information sharing is the trandfer of information from one agency to another.
Information integration is a more complex concept, as agencies contribute data to a
common network of data for use by multiple agencies and individuals. Both concepts
converge when an integrated information system provides more comprehensve data
sharing among contributors.

[l Development Stages of the Information I ntegration Process

Just asthereis more to Information Sharing than automating processes, Information
Integration is far more complex than the purchasing of software, hardware and the
cregtion of adatainfrastructure. At the most basic leve, it may be true that € ectrons
passing through Fibre-Optic Cable represent Information Integration, but what good are
those dectrons if they answer the wrong needs? A complete Information Integration
Process encompasses not only the physical and logica components of hardware and
software, but aso the development of the integrated system itself. An Information

I ntegration Program assesses the needs of the users of the system and molds the system to
suit the needs of those who will benefit from it most. Thefollowing steps summarize key
milestones in creeting a successful Information Integration Program:

1. Bring Key Stakeholders Together: Sdect and formaize a group of key stakeholders
who can lend subdantid, dgnificant support to a jurisdictionrwide information
sharing improvement effort. These dakeholders should be individuds who have a
clear underganding of the functiona processes to be integrated. Such individuas
should include, but should not be limited to, representatives from the Law
Enforcement, Court (Bench and Court Clerks), Prosecution, Defense, Corrections,
Public Safety, Probation and Parole and Juvenile Jugtice communities. By bringing



these key groups together, a vison can begin to be formed, based on the perceptions
that these groups have, about the Information Integration Process.

. Develop Governance Structure: Create an oversight structure to enable stakeholders
to undersand how they will work together and direct the project. As the functional
needs of the Information Integration Process are defined, there will come a time when
someone will have to make decisons regarding policy and implementation. The
lesson learned from successful integration programs nationwide has been that the
gronger and more clearly defined the Governance Structure is, the more successful
the project is. The Governance Body, representing the Stakeholders must decide how
the program devel opment process will be driven.

Mog juridictions that integrate/share information have edablished a formd
organizationa dructure that specifies a governing hierarcchy.  In fact, a formd
organizetiond dructure must exig in any integration effort to ensure effective
planing and decisonmeking. A governance dructure should be composed of
people — often emerging from dakeholder meetings — who will make vaduable
contributions to the decison-making process. Many of these structures contain a mix
of people with different tdents and skills, especidly a mix of IT and nonIT
individuas (including senior policy making officids).

The governance structure must establish credibility among dl stakeholders. Itis
advisable to establish a three-tier governance structure composed of committees at the
executive, mid-leve managemert, and technical/user levels. Mogt often, the

dructure’ s committees have defined roles and responsibilities that have been agreed
upon by representatives of al agencies, who have the ability to commit and make
decisons on behdf of their organization.

A) Executive Committees

The executive groups must include members from each of the three branches of
government, whether state or local, as well as executives of 1JS user agencies. Any
group that will be respongble for any pat of the implementation should be included.
The purpose of this document is to focus on integration efforts a the state and county
levd. It should be noted; however, that a amilar gpproach would be used a the State
integration project leve, in that, State Level executives, such The Governor and
Jugice Community Officids a the da€s highest leveds would be pat of the
Executive Committee.

At the city/county leve, this group may include people such as:

police chiefs - probation and parole

sheriffs - court clerks and adminigtrators
prosecutors - public defenders

judges - local/regiond corrections
mayors - county commissioners



city managers - dty councilmen

The Executive Committee is responsible for the overdl governance of integration,
which includes sdtting policy and approving budgets. The Executive Committee
should have access to objective technology advisors that will provide input regarding
technicad matters. This will ensure that policy and operations/systems decisons are
technicdly feasble Decison-making on Executive Committees that is done
collaboretively helps build consensus and ensure that equa roles are established for
each agency/member.

B) Midlevel Management Committees

Mid-levd managers are often information users who can st the tone for change.
Successful integration  efforts require support from  executives to operatiions leve
users. Mid-level managers are an important link between executives and operations-
level users, and should be included in the plaming process. It is this levd that
determines the daly direction of the system, prepares the budget, and manages the
operations and implementation of integration.

C) Technical/User Committees

The organizationd dructure should incdude committees of operations-levd users.
Line police officers, court clerks, and other system users are the key to day-to-day
operations.  While the executive and mid-levd manager may be able to describe
users generd tasks, it is very important to understand every step of what they do. If
outsde conaultants are hired to examine the business process, it is imperdive they
work closdly with users.  Operaions-levd busness processes in a county of
2,000,000 are dgnificantly different than in a county of 200,000. There is no
subdtitution for including usersin the planning process.

The governing dructure should include the Chief Information Officers (CIO) and
Information Technology (IT) Managers of the mgor agencies involved. If an agency
does not have a CIO or IT manager, if it is feasble they should plan to hire one. An
unbiased consultant, not permitted to bid on subsequent technology contracts, may be
hired to assig in the sdection of qudified IT managers and vendors.  If an executive
sdects a person within their organization to coordinate and oversee dl IT issues, it is
highly recommended that the candidate have the experience, skills and knowledge
required of aprofessona I'T manager.

l. Committee Interaction

Each committee has defined roles and responshilities that are interdependent
upon each other. For example, the executive level committee approves the design
of IJS, which has been devedoped and proposed by middle-management
committees, who in turn will organize the implementation of 1JS. The user leve



committees will provide vaduable and crucid input regarding the design, such as
whether a proposed business process change is feasble, and once in place, they
will test its effectiveness.

. Committee Leadership

A person with technica expertise should be included in each of the committees as
an ex offico member. They will be able to provide guidance and respond to
technical questions that may arise. It is recommended that this technica person
not be the leeder or chair of the committee (with the exception of the technica
committees). Ther role is to recommend technica solutions that accomplish the
mission and goals set forth by the executive committees.

3. Develop Decision-Making Process. Formdize a process by which the governance
gructure  will make decdsons induding policy planning, programming and
implementing actions. This is egpeddly important when functiond specifications for
the Information Integration Process are being defined. While it may be very desrable
for the Process to be dl things to dl people, the odds are againgt it. There may not be
enough funding to accomplish dl the gods immediatdy. There may be physcd or
technica reasons why it may be impossble or impracticd to include a component.
The Stakeholders must have a cler understanding that decisons may have to be
made that will baance what is ided in creating an Information Integration Process
and what is possible to create with the available resources.

Information systems integration requires that many decisons be made throughout the
project that will affect one or more agencies/departments. Decisons will be made
regarding project gods, scope, funding, sysem development, and other crucid items.
There must be a mechaniam in place tha specifies how decisons are made, who
makes them, under what authority, and who carries them out.

Rules that govern decison-making are most often built into the governance sructure.
Each levd and each committee has a defined role in the decison-making process,
which is most successful when it builds consensus.  This process should include
holding dl paties accountable for ther idess, and it must edablish authority while
recognizing jurisdictiond and conditutiond  independence. Problems  requiring
decisionrmaking authority should be resolved quickly. Successful  integration
projects generdly require monthly meetings a the executive levd and weekly
meetings a other levels  This requires commitment to regular meetings by executives
and recognition of the importance of quick committee decisons. Projects can fal if
ddled over the inability of agency heads or their representatives to come together and
make decisions.

4. Develop Goals The governing body of stakeholders must create a shared misson and
a st of gods that dl agree are optimd to achieve information integration and sharing.
For Southwest Alabama, this is especidly criticd. At this time, there are some very



impressive formative ideas being generated. However, as the project develops, these
ideas will have to become more clearly defined gods that can be used to identify
budgetary, functional and technica needs. Idedly, this is an important pat of the
process, where a functiona design document begins to teke shgpe. A functiond
desgn document is more than an executive summary of generd idess. Redidticdly,
afunctiond design document will be aliving document thet will define the following:

A step-by-step breskdown of information process throughput. For example,
such a breskdown might define how an integrated process would capture data
a the point of an individua’'s arest. The breskdown would then define how
daa would be shared and disseminated throughout the judicid process,
through court processng channels, prosecution, defense, incarceration and
release,

Functiond interaction with multiple data sharing entities & the Federd, State
and Locd levd, identifying not only the desred organizations for interaction
and data interchange, but definition of what data is to be integrated from these
organizations,

Exploration of meta-data generation or capture. Meta-data, for lack of a better
phrasg, is data about data. It may be prudent to consider what kinds of data
report generation capabilities are desrable when defining the desired data to
be integrated from other systems.

As pat of the process of developing and defining goas for the project, significant
attention needs to be devoted to Business Process Re-engineering. Business Process
Re-enginering has many definitions and a number of applications in this project.
One of the more important Re-Enginesring processes a the practicad leve in this
indance would suggest a review of how data is collected, reviewing the posshilities
for generating and goring meta-data, and perhaps changing record layouts and
dorage options. The potentid benefits of Re-Enginesring the data collection and
storage would include:

Accederated record access, through improved record layout, data
normalization and record indexing,

Generdtion of meta-data, which may provide a better means for generating
datistical data and reports about the existing data,

Improved data collection and dissemination, which may dtreamline the daa
access process. Improved data collection may aso lead to the acquisition of
more data resources that were previoudy untapped.

Theoreticdly, one of the purposes of the Southwest Alabama PFilot Project is to
provide more useful ways for usng avalable data By cregting a more substantiad



means for sharing data across Federd, State, County and Locd agencies, the potentia
to provide better user access to data increases. However, by reviewing and re-
engineering business processes, it may be possble to not only provide more data
access to more people, but aso to provide better data vishility aswell.

. Determine Project Scope: Decide on a scope that meets immediate and future needs
and is reasonable given jurisdictional resources.  The conditions of the Southwest
Alabama Integration Pilot Project grant clearly define that $7.5 Million dollars will be
avalable for devdopment. It is unknown whether additiond future money will be
available for sustenance and additiona enhancements to the Integration Project. It is
incumbent upon the project planners to take this funding Stuation into account when
defining the project scope.  This is a perilous step in the project decison-meking
process because this is the portion of the process where redity and fantasy diverge
sharply. Gods can sometimes be confused with dreams. By defining scope
accurately, basing decisons on needs versus desres, cost overruns can generdly be
avoided.

. Complete Needs Assessment: Based on goas and scope, create a detailed set of
information sharing needs, both intra and inter- agency, of dl participating agencies.
Redidicdly, this is the mog time consuming, pandaking sep in the integraion
process. Developing a Functiona Design Document throughout the process will help
define mogt functiond needs, but this is the point in the process where hardware,
software and infrastructure considerations need to be identified and factored into the
process of defining the Information Integration Project. Some basic questions need to
be resolved in this sep in the evolution of the Pilot Project, such as:

Wha will this Integration Rilot Project do, specificdly? This question has to
be the firs one asked and the first one answered, clearly and concisdy. If a
clear definition of the project cannot be presented, dl other questions are
irrdlevant.

Is the god of the Pilot Project to integrate exising data resources into a
common database, usng exising software? Is the god to develop a new
software system and database package usng existing data? Is our planned
integretion project a pass-through for multiple sysems to communicate and
share data? Are there other dternatives to these? What is the vision of
integration for Southwest Alabama?

How will Federd, State and Loca Systems communicate with each other?
What infragtructure needs have been assessed? That is the current status of
the infrestructure.  What is the anticipaied data volume? Can exiging
networks handle the data volume? Will communications infrastructures have
to be improved? What improvements will be required? |s there an exiging
Intranet between the counties for sharing data, or will we have to use the
public Internet and protect our communications from intruson?



What sydems will need to communicae? How will those sysems be
identified? Have we identified dl the systems that we want to interact with?

Have we identified dl the functiond areas we want to integrate? Is there a
logical process in place to merge the data? Can users get to the data easly?
Do the right users have access to the right data?

How will the best source of data be defined, so that the most detailed, most
current data will be captured? Will we have to convert data from one format
to another? Will we have to convert record layouts to make them more
sharing-friendly?

How will data redundancy be addressed? How do we keep from building
redundant repositories of data? How do we keep from reinventing someone
elsg's system, like the Alabama Office of Courts?

Are exiging network infrastructures secure? What improvements need to be
made? Will there be a need to add firewals? Will there be a need to encrypt
daa? Will there be a need to incorporate digitd sgnatures? Is our existing
networking secure? What security measures should we take?

What is the best hardware solution? How many servers will be needed? How
many CPU's per sarver.  How much memory will be needed? How much
dorage will be needed? What kind of network connectivity will the servers
need? What if new savers and old servers have different network
gpecifications? Can we find hardware that will grow with our needs? What's
the best operating system for the servers?

Will a middleware solution be needed to help different contributing systems
tak to each other? Will gpplication program interfaces (API’S) be necessary
to move data from system-to-system and/or database-to-database? How many
API’swill be needed? How complex will the API’s have to be?

Will new software have to be written to manage the integrated system? Wil
user interfaces have to be written? Is there an exising Commercid-Off-The-
Shdf (COTS) solution that can resolve these issues? How can | find out about
COTS solutions? Could we tailor the COTS solution to fit our needs?

What database package should we use? What database package can grow
with us? Does the database package have enough tools to fit our needs? Will
we be a the mercy of a proprietary technology?

How many users will there be? How do we get input of the grass-roots user?

Who will do Qudity Assurance and Configuration Management of the
process? When should we freeze the Functiond Design Document?



Should we hire a contractor to build an Information Integration solution for
us, based on specifications we define and control?  Should we do dl this
oursdves? Could we or should we hire multiple contractors? Should we hire
atechnica manager to direct the process?

How will we demondrate the Pilot Project to other entities? Do we have
office space? Do we need office space? Will we need to dedicate s&ff to the
demondration center? Does the demondration center have the appropriate
physicd infrastructure to support the hardware and communications needs of
the Rilot Project?

Are we going to have to buy everyone in Southwest Alabama a new Personal
Computer?

How are we going to bresk down the Information Integration process to work
in one Judicia Didrict and then migrate the work to the other Didricts? Do
we want to bresk it down? Do we want to build it dl a once, for dl the
Didricts?

Do we need to build this Integration Process quickly or can we take our time?

After we have asked and answered dl these questions, can we do al the things
we want to do with the funding we have? What should stay and what should
go, if we cannot do it dl for the budgeted funding amount?

7. Design Information System: In collaboration with information technology advisors,
develop and design an information system approach that meets the goas, objectives,
and needs of the juridiction. After dl the implementation questions have been
answered, the functiona and architectura needs have been assessed, the scope and
gods resolved, it will 4ill take time to build the Information Integration Process
itsdf. With a refined Functiond Design Document in place, users and practitioners
should be able to accurately articulate their desires to technicd advisors.  Having
sad that, it is important for the functiond and technicd representaives to
periodicdly revist the Functiond Desgn Document and confirm that the Integration
Process is developing exactly as the assessed needs of the users and practitioners have
defined it. Technicd daff members are usudly not practitioners and will implement
what they think the users and practitioners want.  If there is any ambiguity between
what the users want and what the technicd doaff perceptions of need are
disgppointment and disaster await.

As the system is being designed, it is dso important to address the notion of how the
data will be managed. Aside from onsiderations dictated by what database software



is sdected as pat of the implementation, atention must be given to whether data
must be converted from multiple different data formats.

. Assess Costs The jurisdiction should now be prepared to make a reasonable estimate
of cost, providing dl previous steps in the process have been adequatdy addressed.
As pat of the assessment process the following planning documents should be
developed and agreed upon prior to implementation. These documents will dlow the
implementation authority control cods, by tightly controlling and monitoring the
outlay of financid resources the designate the resources to be employed during the
implementation phase. These documents are:

A Statement of Work — This document defines the specific details of whet is
required of dl paties paticipaing in the integration effort. This document
defines dl required deliverables and reports to be provided to the Project
Director and specific due dates for completion by responsible parties.

A Work Breakdown Structure — This document provides a step-by-step
diagram of how the ddiverdbles in the daement of work will be
accomplished and in what timetable.  This document aso defines the leve of
effort required to complete the ks in the statement of work, as it applies to
manpower dlocaions and resource expenditures. This document will contain
detailed resumes of al implementation tesm members and the agreed-upon
hourly fees to be charged by vendors againgt project resources.

. Implement the System: In collaboration with information technology advisors, phase
in the new process. This is a time-consuming activity. It could take months or years,
depending on the path chosen. If integrating data sources in a single Judicial Didrict
is the interim god, followed by expandon to the other Didricts in Southwest
Alabama, then lessons-learned can be derived during the initid implementation in the
originding Didrict. This is dso the point in the sysem evolution process where
drong configuration management processes need to be put into place that will
maintain the direction of the project. Such processes are necessary to manage change
during the implementation process and prevent the project from incorporating
functiondity that diverges from the gods set forth in the planning process.  Such
processes would include:

Locking in the eement definitions placed in the Data Dictionary,

Freezing the Function Design Document Specifications, and,

Documenting Functiond changes and subsequent implementations during the
integration development process.

While the integration process is being implemented, it is important to kegp in mind
that multiple tasks can be implemented a once, in a padld fashion. Such pardld
development keeps the process from being bogged down in bottlenecks created by
technicd manpower shortages in a paticular discipline, hardware and software
ddivery ddays or functiond implementation difficulties.



10.

11.

During the implementation process, Vendors will submit to the Project Director
detaled monthly reports detailling expenditures for project related costs, including
labor, software and hardware acquistion, communications and  network
implementation costs and other direct charges.

Inform and Educate Community: Ensure that others in the juristiction, at al levels,
are informed and educated about the intentions of the project, its implementation
process, and anticipated impact and outcomes. User acceptance is a key issue in the
development of any integration process. An underlying fundamental principle must
be kept in mind throughout the Information Integration development process, any
implementation is a waste of resources if it provides no added vaue and no one uses
the process By educating the user/prectitioner community of the vaue of the
integration process and the eventud gods of the implementation and by utilizing the
feedback provided by the assessment and incorporation of user needs, the new
integration process will find community support and acceptance.

Evaluate and Maintain System: The new informaion sysem or drategy must be
monitored and maintained to ensure the new gpproach meets dl previoudy agreed to
information sharing goas, scope and needs.  Evdudion of the sysem’'s ussfulness
and impact is essentia.  Success breeds the desire for added enhancement. 1t may be
true that by providing a new tool to the Justice Community through better data access,
gods will be achieved and perhgps lives will be saved. With a successtul
implementation, the user/prectitioner community will desre new enhancement and
functiondlity.

IV  Critical Issues

A number of critical issues often influence the process of integration and sharing. For the
implementation to be successful, planners, who must make solid choices during each
dep, should fully understand these issues. Juridictions that attempt to improve
information sharing must employ daff with srong knowledge and ills in these critica
arees.

1.

Project Management,
Business Process Reengineering,
Basc Technology Design,

- Vendor Issues,
Privacy Requirements,
System Security Requirements,
Data Integrity.

Project Management

Implementing an integrated crimina judice information sysem can be a long-term
endeavor. It is complex, and often requires the complete dedication of an individua that
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can manage the process from the beginning. Many locdities choose to hire an outsde
consultant with project management experience.  Whether or not an outsde consultant is
chosen, someone will be required to manage the project on adaily bass.

The project manager will oversee daly operaions and interface with executives and
others to discuss policy issues as they arise. He/she should have a thorough knowledge
of the dae€s cimind judice sysem and public safety issues, an undersanding of
executive leve policy and decisonrmaking, and should possess project management,
public relations, negotiation and delegation skills. Idedly, he or she will dso have some
technica background. Project nanagement is essentid to the success of 1JS and a well-
trained, effective project manager is afundamenta requirement.

Due to the rgpid changes in technology, timeliness is crucid to IJS deveopment. The
project manager should be expected to set tasks, milestones and deliverables and to report
the datus of these tasks on, a least, a monthly bass. Accountability is critica, and
expectations of individuds in their assgned tasks should be darified for everyone
involved to ensure effective identification and resolution of problems.

Managing consultants and vendors can be chalenging. Software developers must be
informed of the importance of meeting deadlines and should be aware of consequences
for fdling behind schedule (eg. pendty fee assessments). Guiddines and expectations
must be edtablished up front and in writing. The project manager is responsble for
managing vendors and must do so proactively.

2. Business Process Reengineering

After hiring/appointing a project manager, and prior to deveoping 1JS software
requirements, a very thorough undersanding of the day-to-day operaions of the crimind
judtice system is required.  This means understanding the purpose of each form utilized
in the crimind judice sysem, everything contained on it, everywhere it travels, how and
why. An egud undergtanding of every process and management system must be gained.

Unmet needs of system users must be identified. Every segment of the operations of
crimind judice sysems and agencies must be understood, examined and re-examined for
effectiveness.  Thisis part of Business Process Reengineering (BPR).

Definitions of BPR vary dramaticadly. One definition, contained in a publication of the
Nationad Academy of Public Adminigtration, focuses on “government” reenginesring:

Government business process reengineering is a radical improvement approach
that critically examines, rethinks, and redesigns mission product and service
processes within a political environment. It achieves dramatic mission
performance gains from multiple customer and stakeholder perspectives. Itisa
key part of a process management approach for optimal performance that
continually evaluates, adjusts or removes processes.
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BPR may be the biggest threat to the success of implementing IJS. The assessment of
business processes and information flows, and the reasons for the current processes, must
be thorough, it is the foundetion for the redesgn of information flows. It is imperative
this assessment examine the reasons for exisence of processes that may seem inefficient.
Often times these underlying reasons, which are not immediady apparent to a system
user or outsde consultant, will have to be consdered during redesgn. Data ownership
issues are one example of such reasons. The assessment should make recommendations
for redesgn and for types of technology that would dlow implementation of the redesign.
Ultimatdly, results should drive software development and ensure that a product that
meets the needs of the crimind justice system is the result.

If an outdde consultant is hired to peform a BPR dudy, ensure that internd
professonds are included on the study team. An outsde consultant may fail to ask the
right questions and may decide something is not useful, or is inefficient, without
understanding the resson for its exigence. The consultant must have crimind justice
system experience, without it their BPR vaue to crimind judtice agenciesis limited.

3. Basic Technology Design

a) Open Ar chitectur ¢l nter operability Standards

When sdecting hardware, software and communications systems, vendors whose systems
are not proprietary and can eadsily connect with devices and programs made by other
manufacturers should be sdected. Open architectures use off-the-shelf components and
conform to approved standards. For a further discusson on these and other technica
issues, information can be obtained from the following website:

http://webopedia.internet.com/standards/open  architecture.html

Open architecture means that the specifications of the architecture are public.  Written
assurances should be obtained from vendors that systems purchased for a date are not
proprietary; that they conform to specified standards and that they will connect with other

open systems.

4. Vendor |ssues
a) Typesof Vendors

It is likdy more than one vendor will be utilized when integrating information systems.
Generdly spesking, vendors follow into the following categories:

Consultants: A consultant may be hired to assst in a business process reengineering

sudy, and/or to provide assstance in making decisons about which vendors to sdect
when purchasing hardware, software and communications equipmert.
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Database Management: Contract with a vendor tha will sdl you a method and the
corresponding  technology to dore, retrieve and query large amounts of data
Examples of thisinclude data warehousing and datamarts.

Software/Hardware Developers. Contract with or hire software developers to build a
product that dlows users to recaeive and manipulaie data.  Ultimately this will be the
computer screen that an operational user sees and uses.

Outsource Firms A firm may be hired to complete as an assgned task. For example,
a traning and technica assstance consultant may be hired to tran to dl new 1JS
users.

b) Contract Issues

A written contract should adways be in force when deding with any vendor. Jurisdictions
must not accept "boilerplate’ contracts.  The contract should be written for the specific
project and should contain clauses with pendties for cost and time overruns. It should
iterate the circumstances under which the contract may be terminated. Expectations of
the vendor should be as concise as possible.

In the case of technology development and implementation, the contract should include a
pilot testing phase and a specified length of time for performing corrections in response
to the beta tet. The contract should aso include language regarding ongoing technica
support after the initid implementation is completed.

Other issues to be specified in the contract are interoperability standards/proprietary
systems, measurement for successful job completion, and jurisdiction for necessary legd
action. Lega counsd should be employed in the review of al contracts.

The implementation of Public/Private partnerships and shared risk/benefit drategies is a
relatively new concept to 1JS implementations. In some cases, as new, re-usable
technology solutions are developed, opportunities may arise for governments to enter into
partnerships with Vendors to share the financid risks of the initid implementation, when
the posshility exids tha the project could be implemented in multiple additiona
jurisdictions.

) Locating Experienced Vendors

It is imperative that an experienced vendor with a strong track record of successful
gysem integration is utilized. Many date and locd agencies have purchased inadequate
sysems from vendors who subsequently went out of busness. Some sates have had
legidation written to exempt integration projects from bid laws and enable contract award
to the mogt qudified bidder (as opposed to the lowest bidder). Extensive research,
including contacting states and locdlities in this report and others around the country,
should be completed. Seek avallable expertise and wisdom of professonds who have
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implemented integration. When spesking to a vendor representative, the client should
request multiple references and follow through by contacting those references.

5. Privacy Reguirements

In recent years new federal and date legidation has increasingly authorized access to
cimind higory informaion for noncrimind judtice purposes.  For example, the
Nationd Child Protection Act authorizes background checks for employees providing
sarvices to children, the ederly and the disabled. The FBI has reported that the number
of requeds for crimind higory information for non-criminad judtice purposes now
exceeds the number of requests from the crimind jugtice community. As a result, law
enforcement is tasked with responding to requests authorized by legidation while acting
consgently with federd and dtate laws governing privacy. They are faced with the
following quedtions:

What level of veification is appropriate for non-crimind jusice checks (name only,
socid security number or fingerprint)?

Should the criminad history or conviction data be avalable for non-crimind judice
purposes not specificaly authorized by statute?

Should crimind higory or conviction information from closed record dates be
accessed or released for non-crimind judtice purposes authorized in one state but not
another?

What fee should be assessed for noncrimind justice checks in order to cover
resources allocated to these checks?

The answer to these questions varies widdy from date to sate. One state may have very
redrictive privecy laws while another state may make name-only checks of al conviction
informetion readily available to the public for anomind fee using the worldwide web.

Currently there is no recognized conditutiond right to privacy in crimind higory
records. Speculation exists about potentid Supreme Court rulings regarding this issue.
In one case, the Supreme Court held that police did not violate any condtitutional right to
privecy because the disclosure of the plantiff's arest for shoplifting was based on a
cam that the state could not publicize a record of an officid act such & an arrest. * Ina
more recent case, Department of Justice v. Reporters Committee for Freedom of the
Press’, the Supreme Court held that there was a sSautory right of privacy in
comprehensve, automated criminal history records.

1 paul v. Davis, 424 U.S. 693, 713 (1976).

2 Department of Justice v. Reporters Committee for Freedom of the Press, 489 U.S. 749 (1989). (plaintiff was
arrested for shoplifting and the charges were dismissed, his name and picture were included in a police flyer of
“active shoplifters” distributed to merchants).
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A number of dsate and federad appeds courts have recently examined “Megan’s Laws’,
which require police to notify specific individuds (usudly schools or neighbors) of the
name and resdence of paroled sex offenders.  Origindly, these laws involved the police
natifying neighbors living within a certain range of a paroled offender with phone cdls or
flyers. More recently, however, states have begun to post the information on the Internet.
The specifics of the laws, the regidration requirements and notification procedures vary
from date to Sate and as such the court decisons to date vary. Many of the laws have
been appeded on double jeopardy, due process and right to privacy issues.

When determining the cgpabilities and uses of the system, and whether to build in easy
public access to certain records, states and jurisdictions must weigh additiona costs
agang potentid litigation costs  Additiondly, with the emergence of an increesng
awareness of privecy issues in Integration planning, the Privacy Design Principles being
developed by the Office of the Generd Counsd and the Ontario Privacy Commisson
should be carefully introduced during the development of functiond and technicd
specifications.

6. Security Requirements

There are a number of different information security issues that should be consdered in
the desgn or specification of any daewide information management system. These
issues can generdly be dassfied into the following:

Network Security: Includes, but may not be limited to, server performance, server
traffic andyss and management, channd broad-width consderations, firewal
management/  adminidration, server capacity as a function of changes in user
population, systems  management/maintenance, and < systems  peformance
benchmarking/measurement and database/transmission encryption issues.

Access Security: Involves protection of data that is ceptured, manipulated or
processed by the sysem. It aso includes account security functions such as user
access management (password and  authentication management). Process security
involves enauring the integrity of potentidly incompetible gpplications that may be
required to coexis in a paticular sysem. This issue is of paticular importance in
cases where dissmilar sysems are required to have some level of shared data or
access across the network. Finally, a system for detecting and counteracting attempts
a hodile and unauthorized system access (hacking) is usudly required in most large
(statewide) systems.

Disaster Management Planning: Preparations for the much publicized Y2K event
was a good example of this sub-topic. The potential for catastrophic hardware,
database or backbone fallure may increase exponentidly as a function of the number
of usars and the level of systems resources they require as a function of ingdled
sysdem capacity. A comprehensve and adequately supported plan for the timely
recovery of these events is usudly written in the contract language for dSatewide
inddlations.
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Physical Security: Although sometimes overlooked, this important area involves the
physca protection of IM sysems and ther misson criticd components from both
naturd disasters and hogile human intent.  This requirement is often met, in part, by
the establishment of a hardened and secured nformation processing area in which the
main servers, routers and online storage media can be adequately protected.

Regardless of how effective a given sysem ingdlation may address any one of the above
issues, it is the effective adminidration of sysem security that is often the key ingredient
in providing an efficient and stable computing environmen.

7. Data lntegrity

Ensuring the integrity and rdiability of data and informaion is a priority in any IJS
effort. It is crucid that data is correct and that information users have confidence in 1JS
and the information it shares. There are saverd deps that must be taken to hep ensure
data integrity:

A “daa dictionary” must be condructed that contains common definitions and
procedures. A common bads of undergtanding a the detall levd mugst exist to endble
accurate record matching and ensure rdliability. (Example)

Data ownership rules and data sharing standards must be defined.

V Conclusion

This document is a framework for developing an integrated justice system in Southwest
Alabama. There are many methodologies available to create the 1JS sysem and the
Office of Judtice Programs is not married to any particular methodology over another,
provided the implementation features true Information Integration, as opposed to
Information Sharing or Process Automation. It is hoped that the document has answered
Integration Process questions in a subgtantive manner, while aso generating new thought
in the planning of the process.
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