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FORWARD

The unfathomable change in the capabiilities of technology in the last 50 years has led
our nation to contemplate the ultimate potentia of a'truly' integrated justice information systems
that provide for the fulfillment of justice as we know it while protecting society in ways that
could never have been achieved afew short years ago. We are engaged in making information
available throughout the law enforcement and crimina justice community thet will fadlitate
revolutionary changesin the adminigtration of justice by way of vastly improved productivity and
effectiveness.

The contrast between the incredible changes in technology in the last haf century and
the changesin the way technology is procured &t least in the law enforcement and adminigiration
of justice organizations is rather remarkable. The procurement guidelines, methods, instruments,
and rules used by the vast mgjority of palitica jurisdictions throughout this country il treat
technology procurementsin the same way as contract services are procured for paving the dirt
road or building abridge. Request for Proposa's (RFP) contain procurement language in many
cases, that is arcane and therefore, it is hard to determine the origind purpose of the language.

The responsible companies that are in the business of providing information technology
to law enforcement and justice agencies are convinced that there is a better way to manage the
procurement process. This document is our prescription for change, incorporating our ideas for
improving the reationship between the providers and consumers of information technology in
the 1JISfidd.

It istoo frequently the case that agencies embark on a procurement path with such fear
and trembling that they create an adversarid process from the beginning thet isfilled with
hostility and doubt that the project is doomed from itsinception. The authors of this report
suggest that a climate of partnership is more likely to succeed than one where mutud distrust
hangs on every phrase.

Respong ble companiesin this industry want exactly the same outcomes from projects
as the agencies making the acquisition. Both the supplying company and the customer want
project success on time and within budget, and to the full satisfaction of the end users. The
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responsgible company is committed to this objective as the only way to stay in busness and
satisfy its stakeholders. The customer in the end, wants the same result, and also has a stake in
seeing that the company stays in business so that future support is available. The vendors and
the consumers, therefore, have exactly the same goas for every project because of this
mutudity of interest. We should then be mutualy committed to improving the qudity and
effectiveness of the procurement process every hit as much as we strive to improve the

technology we bring to bear on these important issuesin our society.

Paul Wormeli
Chair, 1S Industry Working Group

Note: Thisreport has been prepared by representatives of companies engaged in providing
information technology to the justice community; however, the members of the 1JIS Industry
Working Group have contributed to this report out of their own experiences and do not necessarily
reflect official positions of their companies, the Department of Justice, or any other corporate

organization or entity.
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1.0 EXECUTIVESUMMARY -|1JISCHALLENGES

Integrated Justice Informetion Systems (1J1S) has, since the days of the inception of the
Law Enforcement Assstance Adminigtration (LEAA) circa 1970, been a stated objective for
agencies of both the Executive and Judicid Branches of government. Thisincludeslaw
enforcement, court and corrections agencies and functions of loca and state government, as
well as specific Federd programs which are implemented in part at the sate and local levels.
The nationa Computerized Crimina History (CCH) System “program” being acasein point. In
support of the 1JIS objective, the US Department of Justice has, over the past 30 years, funded
numerous programs & the state and locd levels to promote the development of 1JIS, and is
currently sponsoring anew nationd 1JSinitiaive in this area.

Inimplementing 1J1S, jurisdictions seek to implement processes and supporting
technologiesin support of the eectronic exchange of data, information and documentsin: 1)
compliance with Federd and state laws, and Federal and state court rules and procedures; 2)
conformance with localy established information exchange rules; and 3) in atimely and accurate
manner. These processes are adimension of 1J1S information exchange that goes far beyond
that mandated by the traditiona forms-based processes; those currently driven by “discovery”,
rules of evidence, locd court rules, and “due process’ under the law. The dectronic exchange
of information seeks to add vaue to the exchange of information, in at least two ways, by
improving:

Productivity and Accuracy - diminating the redundant entry of data and scanning of
documents [by each agency in the workflow], thereby: 1) reducing errors [due to redundant
data entry] and increasing data accuracy; and 2) increasing productivity by eiminating cosily,
repetitive, work processes that do not add vaue to the information exchange and management

jprocesses.

Timeliness - ensuring that data, information and documents can be exchanged [transported]
point-to-point and point-to-multi- point in amatter of seconds, rather than hours, days or
weeks. An 1JIS aso ensures that information is available where it needs to be &t or before the
timeit is needed.
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State and locd jurisdictions have faced least four basic chdlengesin their effortsto
define, design, acquire/enginesr, integrate, deploy and implement 1JIS:

Challenge 1: Adversarial Process and Local Legal Culture. Whiledl jurisdictionswithin a
dtate operate under the structure of a congtitution, codified laws, and some level of forma public
policy, their roles[be it based in crimind, civil or juvenile law] are bascdly “adversarid”. For
example, therole of the prosecution agency and that of public defense agency are obvioudy
adversarid. However, therole of law enforcement in bringing charges based upon probable
cause may be, at times, at odds with the role of the prosecutor respongble for proving charges
beyond a reasonable doubt in acourt of law. This conflict exists even when the misson and
objectives of both agencies would appear to be common. Further, the role of the courts may

be at odds with these goa's since the court exists to provide an objective forum for the
resolution of issues, and protection of the rights of the individua againg arbitrary misuse of
government power. In addition, locd legd culture and palitics further impact upon and dictate
the level of cooperation between agencies within a Sate, and within and between loca units of
dtate governments, with regard to the electronic exchange of documents and information. To
address this chdlenge, agencies and stakeholders of state and loca jurisdictions have worked
diligently to establish policies, procedures, and “rules’ for the eectronic exchange of eectronic
data, information and documents. Some dtates, such as Forida, have taken the processto a
critica final stage: the codification of dectronic information exchange in the form of uniform
“court rules’ and gatutory law. Thisisthe critical, essentid and fundamentd firgt Sep in the

resolution of the challenges to the implementation of 1S in ajurisdiction.

Challenge 2: Lack of a Uniform Definition of an 1J1S. While most state and local
gekeholderswill agree that 1J1S involves the dectronic exchange of informétion, thereislittle
consensus and agreement about the definition or concept of an 1J1S beyond that point. In fact,
the definition of 1S will, in dl likelihood, vary from date to sate. The establishment of

consensus regarding the concept of 1J1S within agiven sate or locd jurisdiction is the criticdl,

essentiad and fundamenta second step in the resolution of the chadlenges to the implementation




IWG White Paper - Procurement Process for 1JIS

of IASinajurigdiction. The lJS Industry Working Group is preparing additiond “white

papers’ and other reference materids about this critical second chalenge.

Challenge 3: Enabling Technology. For the grester part of the last 30 years, the
implementation of 1J1S data, information and document exchange process [whatever the
concept] has been congtrained by the proprietary aspects of the information technology
industry. During the last ten years, the move to “open system”, e-Commerce and web-based
applications have opened the door to awhole new set of enabling technologies, and new ways
of thinking about a technicd solution to the [JIS challenge. The deployment of enabling
technology isthe critica, essential and fundamenta third step in the resolution of the challenges

to theimplementation of 1J1Sin ajurisdiction

Challenge 4: Procurement Process. The state and loca procurement processes, and the
inherent variances in specific rules and guiddines, are the fourth chalenge to state and locd
effortsto define, procure, design, integrate, deploy and implement 1JIS. This processis critica,
essential and fundamental, and the 1J1S Industry Working Group offers this “white paper” asan
input to the resolution of this challenge.

The purpose of this white paper isto provide keys, or guidedines, to acquire a useful and
functiond integrated judtice information system for courts and justice agencies. These guiddines
include discussions on scope of project, timeframes, budgets, technology expertise, evauation
criteria, partnerships, requirement definition and proposa content. It isimportant to note that
the designers of this document have incorporated their experiences of responding to requests for
proposalsin the justice field that have been developed by crimind justice agencies. This
information is vauable in that it crosses decades of expertise in the design of crimind judtice
sysems as well as years of experience in the areas of court and justice management. Itis
through this expertise that a well-developed methodology is presented to the crimind justice
community for the acquisition of integrated justice informeation systems.
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20 WHAT ISINTEGRATION

What is integration and why is it important to the justice community? It requires that
we, in a collaborative effort, pool our resources of information, budgets, staff and expertise to
develop a system that sharesinformation instead of storing data.

Far too often, the definition of integration is|eft up to the vendor to define for the
agency that is requesting it as a solution to its information system needs.  Information
integration isacomplicated concept with many components and levels. One single definition,
therefore, may not be adequate for the diverse agencies within the justice community. Smply
stated, information sharing isthetransfer of information from one individual or agency
toanother. An integratedinformation system then crosses all areas of service for the
safety of our communities. Through integration and cooperation, the justice system can

develop a knowledge-base of information that can be used to serve the public more efficiently.

3.0 BENEFITSOF AN INTEGRATED JUSTICE SYSTEM
The mgor benefits of an integrated system are Sgnificant. An integrated system:
-promotes information sharing across dl justice agencies,
-eliminates redundant data entry;
-minimizes erroneous data;
-supports a workflow automation process to maximize efficiency and improve
the management and alocation of resources;
-provides an efficient and effective system for retrievd of criticd judtice
information;
-alowsfor data verification by a supervisor before the information is released
for access by other agencies; and
- permitsimplementation of an agency/user notification process to proactively
dert dl users when an event requires their attention or action ( e.g., prisoner
movement, case scheduling, etc.).
Thefollowing sections discuss a multi- step gpproach to assist agenciesin planning and
procuring an |JIS system.
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4.0 PLANNING FOR I1JISPROCUREMENT

The planning phase for 1J1S procurement is extremely important to the overdl success
of the project. It isduring this stage that dl members of the crimind justice enterprise within an
organization should join forces to define and commit to ajustice solution that benefits the
enterprise and individud agencies. This section of the white paper provides suggestions and
observations on steps and activities that an organization might consider asit beginsto think
about integrated justice and procurement.

The planning phase of this complicated process s critica to the success of the proper
procurement of asystem. Itisin this phase that avison should be established; gods and
objectives should be agreed upon by the justice community and where organizationa issues and
concerns are discussed.  The complexity and politica sengtivity of the planning process and the
commitment of time by senior agency personne required for the effort should not be
underestimated. Additiond issues that need to be brought to the forefront of this phase isthe
initid discussons of how an 1JS may change the processes within each organization, what
information should be made available to which agencies, security concerns, and possible

organizationa changes.

4.1 BUILDING CONSENSUS
The decison to embark on the implementation of an |JIS cannot be taken lightly. The

technical solution, in many senses, isthe easy part of the process. The more difficult chalengeis
identifying a series of generaly independent agencies, examining each agency’s busness rules
and procedures, and transforming the rules and procedures into a cooperative and dependent
st of processes that support and, more importantly, improve the entire justice system. More
often than not, the Clerk of Court or the court records department may find that their workload
will increase somewhat to meet the automated information needs of the Sheriff’s office or
corrections management, such as the status of warrants and case disposition data entry. In

other organizations, manua, paper-based processes will have to be automated to support a
workflow methodology — an activity that may not be easily accepted by the impacted
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workforce. Notwithstanding, the familiarity of the Internet and the common usage of PCsin
most workplaces today, employees may not readily accept change or welcome the introduction
of technology — particularly in areas that potentidly impact job assgnments, promotions, and
job satisfaction. These issues are important, and the senior members of each justice agency
must understand the chalengesinvolved in moving to atruly integrated system.

A proven method for minimizing impacts and achieving consensusisto fooman 1JS
Policy Board, with senior membership from each agency, including the Information Systems (1S)
Department. The Board should establish aformal charter and vision for the future, set regular
meetings, and carefully establish rules, policies and procedures. The 1JIS Board isalong-term
commitment that will likely span severd years from pre-procurement through system operation.
The sdection of members with the authority to commit their organizations to Board decisionsis
very important to future success. The mission of the Board should be to begin the development
of acollaborative effort among the agencies to develop an integrated system. This should
indudeinforming gaff members, aswell as the public, of the project, i.e. project status and
efforts. It is here where processes should be discussed, workflow analyzed and potential
information bottlenecksidentified. The decison-makerswill be the means for the success of the
system. Therefore, the 1JS Board isafoca point in the process.

The 1J1S Board's decisions, forma charter and vision, dong with the establishment of
policies and procedures, are key components of the procurement process. The procedures
developed by the 1JS Board will form the business rules for the new system, and will begin to

provide the agencies of the jurisdiction with initid functiond requirements for the procurement

document. Thisiswhere we begin to identify what the system should look like, how it should
behave, who should be able to access the information and how the system should function
within an integrated environment. All of thisinformation combined provides the vendor a'look’
a what the agencies within the community want to see, or what their vison isfor ther integrated
system.



IWG White Paper - Procurement Process for 1JIS

4.2 DEFINING A VISION
It isimportant that those agenciesinvolved in the planning process of developing an

1JS, develop acommon vision of what thisintegrated system will look like; how it will benfit
the justice community and public; and what each must do to achievethisgod. Part of this
processis determining a shared vison. Understanding the status quo of their systems, and
identifying the shortcomings of their current systems can assst in determining where they want to
be in the future. Thisvison will serve as afoundationd building block for the 1S,

4.3 ESTABLISHING BUSINESSRULESAND MULTI-AGENCY WORKFLOW
Oncethe lJS Board' svison of integrated justice is determined and documented, and

the scope of the system is defined, the next step isto identify the business processes and
dependencies that exist within the justice agencies. Particular notice should be paid to data
sources, data ownership and any confidentidity issues around the data. Correctly identifying
current and desired workflow activities for an 1JSwill be time consuming. A number of firms
gpecidizein providing these andytica services and their use may be desired to help facilitate the
collection and presentation of the information. Once completed, the business rules and
workflow will form the basis for system functiond requirements that can be issued in a Request
for Information (RFI) and later a Request for Proposal (RFP).

During this stage of the process, it is vital to communicate the findings and results of the
workflow andysis to the senior and mid-level managersin each agency. Hopefully, these same
individuas participated in the data collection and andysis activities and are positively motivated
to pass on the features and benefits of the new integrated system to the support staff in the
organization. This phase can aso become the moving force for agencies to review their current
workflow procedures and policies and identify areas of inefficiencies and problem areas. These
can directly impact an 1JIS. The need to improve manua procedures prior to the
implementation of anew 1J1S is sometimes overlooked by agencies, and can have a negative
impact on the development aswell as the implementation of the new system. It is, therefore,

imperative that this step be included in the process to ensure success of the 1J1S procurement.
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4.4 CREATING A STRATEGIC PLAN
Deveoping a drategic plan for implementation of an 1JSis an important part of the

process for the procurement of an [JIS. Without a clear strategy as to how the agencies
involved in this process envision the implementation and ingdlation of an 1JS, responding
vendors will have amuch more difficult time determining the needs and wants of the justice
agencies. Though the gtrategic plan will be more conceptud, the plan itsdf will provide the
agencies and vendors with generd modeds and typologies of current systems and avision of the
future systems. These will serve as guides for the justice sysem community in understanding the

desired future of the lJIS.

45  SECURING FUNDING
After the functiond requirements and business rules have been defined and workflow

agreed upon, it isimportant for the agencies to have an understanding of what the newly defined
1ASwill cost. A smple processin identifying syslem cogtsisto develop aliging of smilarly
Szed organizations based on users, population and casaload within the justice agencies.
Teephone cdls or surveying these sites can provide the organi zation attempting to procure a
new 1JIS with a basdline cost assessment. Knowing approximately what an endeavor may cost
upfront can assst the organization in securing funding for the procurement. Many organizations
that do not perform this step can be unprepared for the actua cost of an integrated system.
Thislack of preparation can sdl the procurement or put the entire project on hold for years
until the funds to successfully implement a system have been appropriated.

5.0 OPENING UP THE PROCUREMENT PROCESS

For years, state and local governments have followed a basic procurement process that
is designed to ensure selection of the best proposed solution at the lowest price to the taxpayer.
The process has essentially been for the jurisdiction to issue a“tomb” or RFP, detailing its
request, and for the vendor to respond with its own “tomb” or proposd. Then, alot of very
dedicated and earnest people sit in aroom, read and interpret the responses, and make afind
judgment and selection based only upon a comparison of the two “tombs’. What is needed is

10
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the opening of the procurement process, alowing more opportunities for dialog between the
jurisdictions and vendors during the procurement process. Thiswill increase the probability that
the find proposed solutions are based on ared understanding of the needs and congtraints of
the requesting jurisdictions. Many states, such as Pennsylvania, have modified their
procurement processes more dong the line of the Federal system thereby providing a stlaged
process with continuous and open discussions. In the end, the jurisdictions receive proposals

that are competitive and offer better, cost- effective solutions.

6.0 ESTABLISHING A BUDGET

It is understandable that many agencies will not have a strong understanding of what an
IS will cost because of the extensive number of variables. Experience provides only onerule
of thumb - the system will cost more than you think. Cogt is redly comprised of two
components. the price of the initia system devel opment, and the agency’ s cost to plan, procure,
implement, and operate the system. From the agency’ s perspective, one needs to budget for a
fair amount of overtime of existing resources or temporary resources, extensive meetings, Ste
vigtsto other counties or states, vendor or association trade show visits, and use of consultants
and contractors. No matter how well the RFP requirements are defined, it isvery likely that
user’ swill identify many “mug-have’ requirements that are beyond the scope on the vendors
contract.

7.0 DEFINING THE SCOPE AND COMPONENTS OF A PROPOSAL

The 1JS Vison and Strategic Plan are very important documents that set the goals,
benfits, guiddines and congraints thet will influence the overal 1J1S procurement. However,
before the 1J1S Board can begin to define general and detailed system requirements that can be
documented in a Request for Information (RFI) or Request for Proposal (RFP), the 1J1S Board
must properly determine the scope of the project.

The scope provides the planners and devel opers with an understanding of what hasto
be done to create the system. In a concrete fashion, it defines the components of the system as
well asthe limits to be imposed on the system functiondlity.

1
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In addition to the functiona objectives to be met by the new system, other important
requirements impacting both the 1J1S Board and the vendor community must be understood and
addressed in the procurement documents. The |JIS Board should consider the fallowing points
when stating the project scope in an RFI or RFP:

-1s data conversion of existing databases required and what role will 1J1S agencies play in the
converson?

-Which legacy information systems are impacted by the new 1J1S project? Will any exising
systems be replaced by the new system?

-What information security procedures gpply to this procurement?

-How will system access be controlled?

-What hardware or software architectura guidelines, preferences or standards apply?

-What is the County's or organization's training concept planned for the procurement: \VVendor
supplied, Tran-the-Trainer, etc.?

-What is the system maintenance concept: customer or vendor supplied resources?

-Are there any system implementation priorities or externa dependencies that may impact the
procurement or the vendor's technical approach or schedule?

-What criteriawill the County use to determine systems acceptance: Response time, system
reliability, testing of functiond requirements, etc.?

In the following paragraphs, each of these issuesis discussed in more detall.

8.0 DATABASES

Probably the two most important eements in the functioning of an 1JIS are database
communications.

Welding multiple databases into a coherent and useable shared resource has unique
chdlenges. Timelines, content specs and quality must al be considered carefully. Datatypes
vary, fidd minimum and maximum sizes vary, code specifications may differ, coding itsdf may
vary consderably for agiven fiedd. The necessity for afield may be incompatible between
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different agencies. Dataissues have dissuaded integration efforts where the commitment to
integrate was not deeply held at an upper management level.

The creation of a database concept meeting the objectives of the [JISis probably the
most important step in the design process. 1t should be considered acriticd first step in the plan
and it should be carefully defined in the RFI/RFP. Asan early step in the project, atention to
design detail should be heightened, and will lead to resolution of challenges quickly and
thoroughly.

9.0 DATA CONVERSION

Data conversion isthe process of converting data records, existing on the systemsto be
replaced by the new 1J1S system, to conform to the database structure provided on the new
system. Data conversion can be amagjor cost driver for both the vendor and the customer. A
determination of data quality is absolutely required. Data can be examined by ingpection using
various query tools or reports to check consistency and vaidity of dataformats and the
occurrence of what would be considered “ mandatory” data such as charge codes, event dates
and names. A review of smilar data on multiple sysslems must also be considered. Thisway,
one data format can be created for a common database structure, and multiple records on the
sameindividua can be physicaly or logicaly “collapsed” into onerecord. A harder problem to
identify and resolve is Situations where the data is old, inaccurate, or unrdiable, and the vendor
has no way to determine a course of gppropriate action. An example would be an old warrants
database containing warrants that il have an active status, when they have dready been served
or recaled. Inthis case, asuspect or prisoner scheduled for jail release might have to be
detained if that inaccurate data, although converted correctly in the new integrated database, is
not quickly researched and modified in the new system.

In cases like the warrants example, the cognizant justice agency must take respongbility
for conflict resolution. The best time for that analysis and “repair” is before the procurement
takes place, and not later, when awhole host of other issueswill consume the agency’ stime.

The vendor will gppreciate seeing as many file layouts and database record formats as are

13
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available, so that the structures can be understood, and a more effective (and less expensive)
database conversion strategy can be formulated.

The perpetuation of inaccurate and outdated datais not in anyone' s best interest. If the
data cannot be certified as reasonably accurate, current and useful, it may be wiseto avoid

conversion of the data to the new system.

10.0 DEFINE LEGACY INTERFACES

Mogt judtice organizetions will have to maintain interfaces to existing sysems such as
date Automated Fingerprint Identification System (AFIS), Computerized Crimina History
(CCH) repository, or apublic safety network, Federa systems such as Nationa Crime
Information Center (NCIC) or the Integrated Automated Fingerprint Identification System
(IAFIS) system. In some cases, local systems that have been recently upgraded, such asa
Computer Aided Dispatch (CAD) or jail management system, must be retained and integrated
“as-is’ into the new approach. These requirements are to be expected, and the 1JI'S vendor
community needs complete information on the legacy systems (hardware, software, database
management system, network, etc.) so that appropriate or preferred interfaces can be designed
into the vendor’s solution.

Companies that write proposas to these agencies would generdly like to find an
accurate way of pricing the cost of any given interface. It is quite often the case that the RFP
does not give the vendor enough detail to make an accurate estimate. For every such interface,
there are severd levels of information required in order to estimate totd codt:

(1) the exact functiondity of theinterface, eg., isthe intent just to provide
query access, or isthere to be some database interaction for storing or
acting on information and replicating data from one system to another;

2 the physicd environment to be implemented (how the systems will actualy
be connected such ason aLAN, dia-up, ec.);

(3) the protocol for communicating between systems, and

4 if dataiisto be transformed in any fashion, what format isthe detain.
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Wherethislevel of detall is provided to the bidders, the likelihood of the bidders
providing avdid and reasonable estimate is much higher.

11.0 DATA SECURITY REQUIREMENTSAND PRIVACY

Aslong as databases, whether automated or manud, are maintained within individua
agencies, access control and unauthorized use issues are generdly not high on the priority list.
With a common database and consolidated data records, access will definitely be an issue that
could impact system security requirements. These issues should come out during the workflow
andysis and the |JIS Board should address security very early in the discussons of an
operations concept for an integrated system.  Security requirements and expectations of
operation must be clearly defined in the RFl or RFP. If the IS Board waits until the vendor
has been selected to discuss these issues, it can greatly impact the scheduling of the project, as
well as the cost of the project.

At the same time, there is atendency to overstate the requisite level of security when
contemplating systems suitable to the needs of the customer. It isvauable & this point in the
project development to have aredistic understanding of just what the security risks and
objectives redly are, and how these objectives must redligtically be applied.

Congderation of information privacy iskey to the success of integrated justice from a
governmenta and public perspective. Even the most well designed and efficient integrated
system can be brought to a hat by concern over the collection, use, and dissemination of
persond information within the sysem. It isimperative that the following be consdered:

- Juridictiondly specific privacy laws and regulations should be examined in the

planning phase of any integrated judtice system;

- Privacy policy must be agreed to by dl agencies participating in the integrated justice

system; and

- Technology decisons should reflect the desire to implement legidative requirements

and agreed upon privacy policy'.

1 Resources are available to assist agenciesin forming their jurisdiction’s privacy policy:
1) Privacy Design Principlesfor an Integrated Justice System,
2) Privacy Impact Assessment for Developing and Implementing Integrated Justice Systems,
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12.0 PREFERENCESFOR EXISTING HARDWARE, SOFTWARE, AND
NETWORK RESOURCES

With the threat of Y ear 2000 disruption of Information Technology (IT) systems, most
agencies have completed some level of equipment inventory, checkout, and equipment
replacement. Itislikely that anew [JSwill reuse some existing resources. Customers need to
inform the vendor of existing peripherds that are under consderation for incorporation into the
new system. Vendors will pay attention to this information and respond with an architecture that
meets the needs of the 1JIS, or, with gppropriate upgrades that will help obtain the desired 1JIS

solution.

12.1 Edablish Architecture Guidelines
Some procurement organizations are loathe to specify any particular vendor product or

de facto standard such as Oracle™, NT®, TCP/IP, or HP OpenView™, because they fed it
restricts competition or may result in protest. Most vendors can work with multiple products to
design acompliant and responsive system. I a particular technology is important, agencies will
save agreet ded of time and money by first informing the potentia vendors of the desred
technical environment and architecture. The 1J'S Board should be concerned about the system
architecture because it impacts a number of important operationd factors in the procurement, in
terms of system adminigtration, training, system scalability, and legacy interfaces. If the IJS
Board has strong preferences for a particular architecture or system component, then it is best
to place thisinformation in the RFl or RFP, and advise the vendor community up front. This
information will enable the vendors to provide a desirable solution and remove the ever-present
guesswork that usualy shadows these types of endeavors. Nothing should stop the vendor
from submitting an aternate approach, if the vendor can judtify why the differences arein the
agency’s best interedts.

3) Justice Information: Public Access Guideline (available Jan. 1, 2001).
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12.2 Definethe Training Concept
Experience in implementing 1JIS has taught us that training isby far one of the most

important determinants of system success. Training is aso the areathat is usudly underfunded
by the customer or scaled back by the vendor to reduce the cost. Training on an integrated
system is more than just learning the applications. It requires understanding of the new business
rules and workflow, inter-agency dependencies and how they relate to data and procedures.
All of thisinformation is extremey important and vitd to the success of asystem. To reduce
cogts, a Train-the-Trainer approach is often mandated by the RFP or suggested by the vendor.
If the Train-the-Trainer concept is accepted or preferred, it is recommended that atraining
certification process be ingtituted to ensure that each agency trainer is capable of “ successfully”
delivering the materid to the end-users of the system.

If this approach is not possible, it is recommended that the vendor provide al user
training both before and after system acceptance. While thiswill increase the vendor’s price,
the result will be wdl worth the investment and sustainability of systlem qudlity.

12.3 Define Maintenance Needs, Roles, and Responsibilities
In organizations where “mainframe’ solutions have been used for years, migration to

new technology is both exciting and risky. The traditiond 1S shop must learn new technologies
rather quickly, and gtill perform their existing duties until the new system goes ortline
Depending on the ills, initiative and motivation of the current saff, thisdua responsibility may
not be practica. Agencies may have to add engineers or temporary staff to the current IS
organization so that the respongble staff will have the time to prepare for the new system or to
provide hands-on support during equipment and network instalation, testing, and
implementation.

Another issue facing loca government on adally basisisthe risng sdaries for
experienced IT professonasin today’s market. It isunavoidable that once IS staff gain new
experience in current technologies, market demand for thar skillswill cause someto leave
government service for better paying jobsin industry. Thisissue should be considered by the
1J1S Board and appropriate personnel agencies before the problem impacts system
implementation.
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In many organizations, the traditiond “help desk” has mainly concentrated on the
communications network and physica movement of devices or upgrades to computers. With
an 1JS, nearly every user will be touched by the new system, and the “help” in help desk takes
on new meaning. Depending on the availability of trained “super-usars’ within the individud
agencies, help desk personne may be called repeatedly for assstance on |JIS gpplications. It
isimperative that the help desk staff be well trained on the gpplications, and in fact, should
conduct some of thetraining. Equaly important will be the help desk functions supporting
software problem reports during the warranty and maintenance phases of the project. If itis
unlikely that exiging IS or help desk staff can support these requirements, the RFP should
specify vendor obligations during the system warranty and maintenance phases to make sure
that the system and end- users have the support they need for daily operations.

12.4 Define System Implementation Priorities
Building information systemsis a business, and successful vendors will be aways

baancing current projects with the demands of new clients. Vendors can generdly mest dl
reasonable schedule milestones if requirements are clearly understood and appropriate staff
resources are avalable. Therefore, it isvery helpful to the vendor community if RFPs provide
needed ingght into schedule dependencies and mandatory deadlines. If the vendor can propose
different phases of system integration, such as a core sysem implementation followed by a
customization phase, include this information in the RFP. If dl mandatory requirements do not
need to be operationa on day one, thisinformation should aso be included in the RFP. The
bottom lineisthat if the RFP offers some schedule and milestone flexibility, the agency may
receive more responses to their RFP, resulting in more options to choose from, and therefore,
more competitive responses.

In addition, the |JIS agencies need to build into their schedule a contingency plan to
accommodate unanticipated delay factors. This alowanceis to accommodate probable
program delays resulting from the agency, vendor, or acombination of both. Occurrences of
Murphy’s Law (if something can go wrong, it will) seem to hgppen more often with integrated

information systems projects for anumber of reasons. Commercidly available technology is
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amos routingly sold and shipped with known bugs or without rigoroustesting. Risk is
compounded by the integration of products from multiple vendors for hardware, operating
system, Relationa Database Management System (RDBMS), communicetions software, and
the 1J1S gpplication. Vendor personnd changes are dso inevitable, asis changeover in existing

customer key staff, as market demands for skilled I'T professonalsis intense and staff turnover

may be high.

125 Edablish System Acceptance Criteria
System acceptance criteria are very difficult to quantify. This explains why many RFPs

for 1J1S specify that acceptance criterion will be established after contract award or after a
system design review.  Correspondingly, it is difficult for a vendor to sgn up to afirm fixed price
contract when system acceptance criteria are undefined or vague. Some vendors will submit a
bid, but most will add a szable reserve to cover the implied risk of additiona resourcesto meet
an unknown acceptance target.

The recommended generd approach is to base system acceptance upon whether
systemn requirements have been satisfied by the technica solution, as defined in both the
vendor’s proposal AND in arequirements specification submitted after award, agreed to by
both the agency and the vendor. It'simportant that the 1JIS Board discuss and agree upon the
definition of systems acceptance, because it governs the certification of system requirements and
generdly determines when fina vendor payments are authorized.

13.0 DEFINE RESPONSIBILITIESOF THE 1JISBOARD AND THE VENDOR

If the failed attempts to implement integrated justice information systems were closdy
examined, it islikely that the failures were attributable to alack of project management skills on
the part of the customer, lack of communication and corresponding lack of common
understanding or expectations. Successful projects are ones in which everyone knows clearly
what is expected of them, and where dl parties are kept informed as problems arise.

It is critically important for the 1JIS Board and the vendor to understand what each is
expected to contribute to the project, what authorities and responsibilities are assigned to each

19



IWG White Paper - Procurement Process for 1JIS

party, and what decisions might require consensus. These issues are best handled before the
vendor is sdlected, and later reviewed and discussed so that there will be no misunderstanding
of what each party expects from the project.

The 1J1S Board should require periodic reports, briefings, and notifications of any
aspect of the project where a deviation from expected performance or schedule is even
remotely possible.

The vendor should also expect that the 1J1S Board will manage dl contractud, politica,
and financid issues, and ensure that these issues will not get in the way of project successful

implementation.

14.0 FINDING POSSIBLE PARTNERS - WHERE TO LOOK

One of the basic concerns of any jurisdiction seeking to implement an 1J1S should be the
issue of finding a vendor with which to form a partnership. Thefirst step in this processis
figuring out who the right candidates are. There are hundreds, if not thousands, of companies
offering information technology, and the choice of apartner isnot an easy one. Smdler
jurisdictions have the problem of attracting industry interest, and having enough companies
interested in bidding to have some true competition. Part of the answer to this problem liesin
improved procurement practices.

The best source of information for finding candidate companies is other jurisdictions that
have experienced Smilar implementations. However, thisisonly agart. The companies that
may be making new solutions available may not have been involved in these projects.

The Internet isavdid tool for identifying companies. Most have web sites, and if they
don’t have one in today’ s world, they are probably not a serious contender as a partner.
Further, Stes maintained by Search Group, Inc., the IACP Clearinghouse, and other links will
lead to the identification of many potentia candidate companies. The 1S Industry Working
Group and the Center for Integrated Justice Informatior? can also provide lists of candidate
companies active in the field.

2 Center for Integrated Justice Information is part of the Office Justice Program’s I ntegrated Justice
Initiative.
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150 RFPRESPONSE TIME -HOW MUCH TIME DO YOU NEED?

System vendors often interpret a short response time to an RFP as asign that the
customer has dready sdlected the company for the project and consequently, most companies
may not respond to the RFP. The generd rule isthat the greater thetime that can begivento a
vendor to respond to an RFP, the higher the likelihood that companies will bid, and the stronger
the probability of the customer receiving a set of good proposals. For asystem that isto bea
fully integrated justice information system, 60 days is a reasonable time period from the time the
potential bidders receive the RFP until a proposdl is due.

16.0 USE THE INTERNET IN THE PROCUREMENT PROCESS

With the widespread availability and use of the Internet, 1J1'S procurement agencies are
strongly recommended to deploy RFIs and RFPs on the Web. An 1S project web page,
linked to the agency homepage, could be used not only to deploy the requests, but dso any
related and pertinent documents such as a dtrategic plan, architecture plan, or vision statement.
Use of the Internet could significantly reduce the time and cost factors associated with creeting
and mailing hard copies of RFls and RFPs to multiple vendors, as well as assuring the widest
possible exposure for the requests. Specific vendor solicitations can be requested viaemall to
notify them of the webdte.

Web conferences linking both the agency and prospective vendors coud replace“in
person” mandatory bidder’ s conferences. Because this gpproach reduces the expenditures of
both time and money, a greater number of vendors may participate than would otherwise be
automatically diminated by the “in person” requirement of the Agency. Web conferences,
would aso diminate or reduce the need for the Agency to spend time on some of the logistical
issues associated with hosting an “in person” bidder’ s conference, such as scheduling location or
providing hardcopies of the RFl or RFP at the meeting.

Quedtions from vendors, related to the RFl or RFP, could be submitted to a common
email address. The questions and the answers should then be shared viathe Internet for al
vendors to review. Vendor responses to the RFI or RFP could aso be submitted to acommon

email address with a return receipt. Electronic submission of vendor responses does not
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preclude the need or desire of the procurement agency from specifying a specific date and time
for responses to be submitted, nor does it preclude the submittal of separate technical and cost
proposas. The date/time stamp and return receipt features of email systems guarantees that
proposa deadline requests can be determined. Separate technical and cost proposals can be
submitted as separate emails. Emall systems easlly show when an email is opened, thereby
determining whether a cost proposal is opened and read prior to reading al technica proposals.

Electronic submission of proposas saves time and money for both the procurement
agency and the vendors. Procurement agency staff no longer hasto “man” aroom; waiting for
vendor proposals, and vendors no longer have to pay additiond money to guarantee mail
delivery of multiple hard copies of a proposd. The only limiting factor in utilizing technology to
submit “ soft copy”, or dectronic RFIs, RFPs and their responses, is document size. Both
procurement agencies and vendors should be cognizant of email limitations related to document
gze when utilizing this gpproach.

The 1JIS Industry Working Group suggests that if agencies re-engineered their
procurement processes to take advantage of the internet and other technologies, the total cost
of marketing would be reduced sgnificantly. In turn, thiswould trandate into lowering the total

cost of sysem implementations.

17.0 SELECTION OF AN IJISPARTNER

The selection of a corporate partner is often made using evaluation or decisionmeking
factors that have little to do with the likelihood that the company will indeed contribute to a
successful project. When the salection process is based on emotions or persona relationships,
the customer isindeed risking project success.

It isagood rule to gart the selection process by weeding out the companies who will
not contribute to the success and completion of the project. Start with the obvious: companies
who cannot work with the platform or environment that is important to the agency. Those who
remain should be evaluated on clear numerica scaes, weighing evauation factors and assigning

scores among the candidates.



IWG White Paper - Procurement Process for 1JIS

Some of the conventiona wisdom that keeps appearing in RFPs is not necessarily useful
for making appropriate sdlection of an 1JIS vendor. The size of the company is no predictor of
company sability inthe 1IJSfidd, nor isthe financid datemen.

In the find analysis, it is the people who will be assgned to the project that will make
the difference. It isther experience, skill and knowledge-base that will make the project
succeed. Defining the number of systems built as acriteriais less important than the nature of
the project team’ s experience in the desired technology.

The best gpproach isto establish actua, specific and messurable criteria, and then

assign aweight to each factor.

18.0 RECIPESFOR FAILURE

Why do IJIS projects sometimes fail to meet expectations? There are many reasons that
contribute to a project’ sfalure. The Industry Working Group members have reviewed their
own experiences, and have come to some conclusions about the causes of failure thet might be
avoided by the right decisions and attitudes on the part of both the vendor and the customer.

Some of the key reasons for failure may be:

1. Ineffective project management. Justice agencies are often faced with alack of staff
who has ether professona training or experience in project management. The ability to
control resources, manage the expectations of the users, and adhere to project plans are
skills needed both by the vendor’ s project manager and the customer’ s project
manager.

2. Expectations mismatch. Agencies often have avison of what is expected of the ultimate
gysem that differs from the vison of the vendor. Sometimes agencies get involved in
projects without a clearly articulated vison. Thisisasure predictor of project falure.
Early insgstence on the part of both the vendor and the customer to make absolutely
surethat thereis aclear vison, and that everyone understands the vison in terms of
clearly stated written expectations can go along way to diminate this potentia conflict.
Oncethevison is established, it should not be changed unilaterdly. The difficulty in
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completing projects can be attributed to this one sngle factor above dl others.
Changing the expectations after the project is moving forward demands a fresh look at

the project plan, schedule, cost, and resources on both sides.

. Communication Falure. If thereisanother mgor factor leading to project failure, it

amog dwaysis expressed in afailure to communicate. Software technicians are
notorious for their genera lack of communication skills. Customers sometimesfail to
ask questions for fear of gppearing to be uninformed. People are naturdly reluctant to
raise issues that may appear to bein conflict with the vison. The generd attitude on the
part of the vendor and the customer must be to overcome any and dl reluctance to
communicate with each other at dl levels. Frequent use of e-mail, telephone status
cdls, monthly review meetings, independent review teams, and dl other possible ways

to encourage communication will do much to assure project success.

. Digrust. Too many projects start with an attitude of distrust. Agenciesthat have had a

bad project experience bring that background to a project, and such an attitude sets up
the project for potentid failure from the beginning. Some companies bring asmilar
attitude of distrust to the table. We are convinced that a complicated project, such as
an 1JIS project, can succeed if both sides do not start with an expectation that each will
perform as promised. This principle does not in any way diminish the need for
measurable controls in project management, however, a measure of trust in one another

will make negatiations over changes and expectations much more likely to succeed.

. Lack of executive management commitment and involvement. There has been along

higtory in law enforcement and justice agency projects which show very clearly that
when the chief executive is not actively engaged with the project, thereisahigh
likelihood of falure. In the integrated justice world, this Stuation is complicated by the
number of agenciesinvolved. Customers who have established an executive level
Steering committee that meets regularly, sets policy and resolves high leve issues are
much more likely to succeed.
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19.0 CONTRACT FRAMEWORK

The contract framework that has often been used in 1J1S procurement can dso be a
magor influence in the likelihood of success of the project. The contract negotiation that is done
in apurey adversaria setting will invariably result in conditions thet congtrain both vendor
performance and customer flexihility. All too often, the procurement office is Sngle-mindedly
focused on tying the hands of the vendor with various punitive measures and conditions. Thisis
the wrong way to start the process of developing a contract.

The best way to begin defining a contractud relationship is to understand how to make
it awin-win stuation. This meansthat the contract negotiators on both sdes of the table must
understand what winning meansin the larger sense. In the end, there are many common
objectives that condtitute awinning situation for both the customer and the vendor. Both sides
want a project done in away that meets customer expectations, is accomplished within the
expected schedule, and at the expected cost. Deviations from any of these components are a
cause for concern for both the vendor and the customer, yet most contracts do very little to
effectively handle the dmost certain deviations that occur in a project as complicated as building
an lJS.

Many public contracts till retain the concept of negative incentives to contract
performance rather than effecting awin-win definition. The use of conditions such as liquidated
damages and performance bonds are frequently proposed by customer procurement agencies.
These antiquated tools are nothing more than legacy provisons of construction contracts, and
are not gppropriate incentives for information technology contracts. Particularly inthe [JS
world, when customersingst on including liquidated damages, and when the proposer knows
full well that uncertainty in the project isinevitable, most companies have no choice but to raise
the price by an amount equd to the liquidated damages and assume that they will pay such
damages.

The use of performance bondsis aso inappropriate to information technology contracts,
and serves primarily to increase the price of the contract. The use of performance bonds can
severdy limit the choice of companies that can bid on any given project. Smaller companies,
who have traditiondly been nimble and respongive providers of information technology,
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generally cannot obtain performance bonds, and are thereby precluded from bidding. The
customer agency then suffers by precluding possible vendors that may be able to provide
technology solutions at alower cost than the larger companies who are able to obtain
performance bonds. Further, this particular negative incentive is not an incentive & dl, evento
the larger customers, because it is generaly assumed that even if such abond is cdled, the
insurance company pays and not the vendor. While such a scenario may impact a company’s
ability to acquire such bonds in the future, it rarely playsinto any incentive concept that the
vendor holds in mind regarding project performance.

The use of such legacy negative incentives can have a crippling effect on the way
companies gpproach bidding and project performance, forcing decisions that may actually be
counterproductive. These provisions aso congtrain the customer in making decisons that may
bein their own best interest.

Thisis not to suggest that incentive contracting should not be considered a useful tool.
However, the incentives should be defined in away that is meaningful to both the customer and
the vendor.

Because of the norma uncertainty about the content of systems, contracts often spend
an inordinate amount of space deding with the scheduling issues, and impose punitive
consequences for ddays. In 1JS projects, it is nearly impossible in many stuationsto define a
redistic schedule before the project begins and until the exact requirements are defined. Y,
many contracts start from exactly the opposite premise and refuse to acknowledge this absolute
certainty. Contracts that make provisons for schedule revisons, as more information becomes
known about the prospective work, would assist the project participantsin making adjustments
without leading to negative consequences.

Another failing of many contractsis to make clear the authorities and responsibilities of
the participants in the project. The definition of exact roles and decisonmaking authority
should be a part of any 1J1S contract. Thisis particularly important when it comesto defining
the authority and responsibility of the customer project manager, and the boundaries for
decison-making that can be made without externa gpprovas. If the project manager is not
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empowered to make timely decisions, the project cost and time parameters can lead to mgjor
impacts on project completion.

The change order processis an essentid ingredient of any good contract. The details of
how, when, and under what circumstances either the customer or the vendor can initiate and
should initiate a change order are best defined well in advance of the occasion when oneis
required.

The contract is dso the right place to carefully define the communications between the
vendor and the customer, specifying the means and frequency of reporting and the content of
datus reports. There should be clear, mutua understanding of how impediments to progress
will be made known to both parties, and methods defined for the resolution of such obstacles.

Payment schedules offer another opportunity for customers to save money and promote
awin-win relationship. Procurement officers sometimes fall to redlize thet the vendors
(particularly smdler companies) are idedly seeking a cashneutrd kind of contractua
relationship, where the cash outlay (actud salaries and expenses) is reimbursed as quickly as
possible. Where the payment schedule does not provide for such reimbursement, the vendor is
forced to add the cost of borrowing to the contract price, and perhaps an additional amount of
“rik” factor in the price. Where a customer can set up a payment schedule, tied to
ddiverables, that ensures the contractor will cover out of pocket costs as the project proceeds,
the price will be lower and the contractor will fed more inclined to commit the resources as
quickly as possible. There can 4iill be room for final hold-back until acceptance for at least
some of the profit portion of the project price.

Developing aclear project closure definition isaso acritica part of the contract
process. Many companies have found that the difficulty in bringing a project to closure and
gaining fina acceptance isthe biggest risk and therefore the biggest unanticipated cost in a
project. The contract should articulate the specific nature of the acceptance testing and
process, limiting times in away that companies can cdculate their exposure. Customers that
drag out fina approva because they are unwilling to let go of the company do moreto inflate
project costs than they do to get projects completed.
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20.0 CONCLUSON

Rethinking the procurement process to involve the selection and development of a

partnership with vendors can lead to many beneficia consequences for justice consumers. The

ways of acquiring construction projects do not lend themselves to information technology, and it

istime to plan anew approach. Keeping the objective of forming a partnership, as opposed to

an adversaria process, will have many benefits such as.

1.

28

Lower cogts for systems. As procurement takes into account the impact of
legacy provisions and approaches, and replaces current processes with more
technologicd informed gpproaches, the overdl costs of marketing will
decrease and system acquisition costs will beless. Asjudtice agencies
participate in defining contracts in such away as to take into account what
makes the company, as wdll as the agency, awinner, the cost of individua
sysemswill beless.

Better systems.  Thereis no doubt that partners working in concert can build
a better system than adversaries. Better solutions, functiondity, and higher
expectations can be provided if the flexibility in the contracting process and
its management is a part of the process.

Fewer project falures. If the partnersin a project would work together to
share mutual expectations, ingditute processes for changing expectations, and
work together toward ensuring that all expectations of both parties are met,
projects will be much more likely to succeed.

Cregtive solutions. Partnersin aventure, structured such that both parties
share risks and rewards, are much more likely to invent better solutions than
amorerigid procurement and management process.

Faster implementation. Procurements that use eectronic meansto accelerate
communication with potentid bidders can be completed faster and cheaper.
When such reforms are coupled with more intelligent partnering solutions,
systems will be completed faster than in historica scenarios.
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These conclusons are the result of members of the 1JIS Industry Working Group's
anaysis of how projects are started and completed. These are just a sampling of some of the
innovative ways that procurement and acquisition processes can be improved to enhance the
potential benefits of a partnership gpproach to building advanced integrated justice information
systems.
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