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The Global Justice Information Sharing Initiative (Global) Intelligence Working Group (GIWG) met in McLean, Virginia, on August 19, 2004.  The GIWG is one of four working groups of the Global Advisory Committee (GAC).  On August 20, 2004, the four GIWG Committees met from 8:00 a.m. to 1:00 p.m. and addressed individual agenda items.  Summaries of the committee meetings are provided later in this document.  

Mr. Kenneth Bouche, GIWG chair and colonel with the Illinois State Police, convened the meeting and invited members and guests to introduce themselves.  The following individuals were in attendance:

Jack Anderson

  Orange County, California, Sheriff’s

   Department
David M. Barton

  Midwest HIDTA
William Berger

  North Miami Beach, Florida, Police 

   Department 

Lee Ann Bernardino

  Federal Bureau of Investigation

Judith Bertini

  U.S. Drug Enforcement Administration

Donald Brackman

  National White Collar Crime Center

Willie Bradley

  Boston, Massachusetts, Police 

   Department

Ron Brooks

  Northern California HIDTA
Hyuk Byun

  U.S. Department of Justice
Alan Carlson

  The Justice Management Institute 
Robert E. Casey

  Federal Bureau of Investigation
David Clopton, Ph.D.

  National Institute of Justice

Gerry Coleman

  Wisconsin Department of Justice

Bob Cummings

  Institute for Intergovernmental

   Research 
Deborah Daniels

  U.S. Department of Justice
John T. Elliff

  Federal Bureau of Investigation

Dennis Ellis

  Indiana State Police

Mike Felix

  Los Angeles, California, Police

    Department

Max Fratoddi

  Federal Bureau of Investigation 

Thomas Frazier

  Major Cities Chiefs Association

Dennis A. Garrett

  Arizona Department of Public Safety

Joe Heaps

  National Institute of Justice
June Hill

  Institute for Intergovernmental
   Research

Richard W. Holland

  Houston, Texas, Police Department

David H. Lodge

  Counterdrug Intelligence Executive
   Secretariat – CDX
William Lueckenhoff

  Federal Bureau of Investigation
Gerard P. Lynch, Esquire

  MAGLOCLEN
Ed Manavian

  California Department of Justice 

Ritchie A. Martinez

  Arizona Department of Public Safety/
   HIDTA
Jerry Marynik

  California Department of Justice
Kent Mawyer

  Texas Department of Public Safety

J. Patrick McCreary

  U.S. Department of Justice

Alzira Meierling

  U.S. Department of Justice

Lisa Mendis

  U.S. Department of Justice

Mark E. Michalic

  Bureau of Alcohol, Tobacco, Firearms

   and Explosives

Gregory A. Miller

  Federal Bureau of Investigation
Peter Modafferi

  Rockland County, New York, 

   District Attorney’s Office
John Morgan, Ph.D.

  National Institute of Justice
Dennis Morton

  National Drug Intelligence Center
Michelle Nickens

  Institute for Intergovernmental
   Research
Chief Daniel J. Oates

  Ann Arbor, Michigan, Police 
   Department
Virginia O’Brien

  Bureau of Alcohol, Tobacco, 

   Firearms and Explosives
Tom O’Connor

  Maryland Heights, Missouri,

   Police Department
Cynthia E. Pappas

  Office of Community Oriented
   Policing Services

Terri Pate

  Institute for Intergovernmental
   Research

Joseph M. Polisar

  Garden Grove, California, Police

    Department
Doug Poole
  U.S. Drug Enforcement Administration
Russell Porter

  Iowa Department of Public Safety
Diane Ragans

  Institute for Intergovernmental Research

Philip G. Ramer

  Florida Department of Law Enforcement

Richard Randall

  Kendall County, Illinois, Sheriff’s Office
Steven M. Raubenolt

  Ohio Law Enforcement Gateway

Richard A. Russell

  U.S. Department of Homeland Security
Kurt F. Schmid

  Office of National Drug Control Policy

Michael D. Schrunk

  Multnomah County, Oregon, District Attorney’s 

   Office

Michael Seelman

  Office of Community Oriented Policing
   Services

Martin Smith

  U.S. Department of Homeland Security

Morgan Wright

  BearingPoint, Inc.

Chairman Bouche provided an overview of the meeting schedule and agenda.  He then introduced Joseph Polisar, current President of the International Association of Chiefs of Police (IACP) and Chief of the Garden Grove, California, Police Department, as the new cochair of the Criminal Intelligence Coordinating Council (CICC).  
Chief Polisar advised that as IACP President, he made the National Criminal Intelligence Sharing Plan (NCISP or “Plan”) a primary platform during his term.  He assured the attendees that the IACP is fully dedicated to the NCISP and its tenets.  Chief Polisar thanked all those present for their commitment and their efforts toward keeping the nation’s best interests in mind and indicated he was looking forward to continuing a close working relationship with Global.

Chief Polisar was followed by Assistant Attorney General (AAG) 
Deborah Daniels.  On behalf of the Office of Justice Programs (OJP), AAG Daniels thanked the attendees for dedicating their time and energy to this important initiative.  She advised that the report of the 9/11 Commission underscored the vital importance of connecting the nation’s counter-terrorism and intelligence sharing systems.  
AAG Daniels indicated that the national attention paid to the report should be leveraged to help put in place the programs and policies necessary to achieve the objectives of the Plan.  AAG Daniels advised that U.S. Attorney General Ashcroft established the CICC to champion the Plan and to bring the message of intelligence-led policing to communities.  AAG Daniels introduced those CICC members present to the GIWG membership.  She related that Global, the GIWG, and the CICC are broadly recognized as the voice for local and state law enforcement, and she encouraged the attendees to continue to turn to OJP for input on issues affecting local and state law enforcement.  In closing, AAG Daniels thanked the group for the wisdom, counsel, and advice that they provide to OJP.  

Chairman Bouche introduced John Morgan, Ph.D., Director of the National Institute of Justice (NIJ) and Science Advisor to AAG Daniels.  Dr. Morgan reiterated AAG Daniel’s comments and noted that Global and particularly the GIWG are gaining respect within the justice community for the work they are conducting and the products they are producing.  Dr. Morgan thanked the attendees for their commitment and dedication to Global’s efforts.

Chairman Bouche thanked the speakers for their remarks and then addressed the role of the CICC.  He explained that the CICC has replaced and is an expanded version of the GIWG Executive Steering Committee.  In addition to providing long-term oversight of and assistance with the implementation and refinement of the NCISP, 
Chairman Bouche indicated that the CICC is a body that can be mobilized quickly to better address policy-level issues.  He added that the CICC is not independent from the GIWG, and the two will work together to meet their shared mission. 
Chairman Bouche encouraged all GIWG members to read The 9/11 Commission Report.  He advised that intelligence and information sharing capabilities of local and state law enforcement were not mentioned in the report, and as a result, this was the initial issue addressed by the CICC.  A letter was written to President George W. Bush which included the concern that the report did not contain a single recommendation that directly addresses how to improve information sharing between federal agencies and local, state, and tribal law enforcement.  In a related issue, Chairman Bouche added that the CICC requested a meeting with Secretary Tom Ridge, U.S. Department of Homeland Security (DHS), to discuss several issues, including the benefits of developing a strong relationship between DHS, the U.S. Department of Justice (DOJ), and local law enforcement.  He advised he would keep the membership appraised of developments.

Chairman Bouche then asked Mr. Russell Porter, chair of the GIWG Privacy Committee, and Special Agent in Charge, Iowa Department of Public Safety, and 
Mr. Ritchie Martinez, President of the International Association of Law Enforcement Intelligence Analysts (IALEIA) to provide a briefing to the attendees on the development of analytic standards, as recommended in the NCISP.  Mr. Martinez provided background on the standards, developed by IALEIA in conjunction with the GIWG and several other law enforcement organizations.  Mr. Porter advised that minor modifications suggested by the CICC will be made and the booklet will be forwarded to the GIWG members for final vetting.  Any additional changes will be incorporated and the booklet will be redistributed for final vetting prior to its distribution at the upcoming IACP Conference in November 2004.

Mr. Gerry Coleman, chair of the Global Security Architecture Committee (GSAC), presented a short overview of the Committee’s activities, of which two GIWG members participate.  He advised the GSAC has addressed the following to date: Committee scope, problem statement, target architecture, a pilot project, short-term successes, and an inventory of existing systems.  Mr. Coleman advised that as a short-term success item, the GSAC is looking at things that can be accomplished early on to prove that intelligence systems can be interoperable.  Chairman Bouche advised that he would like the GSAC to address, if possible, how to create a trusted partnership with the interfaces that are currently in place.  (Attachment A)
Mr. John Elliff of the Federal Bureau of Investigation’s (FBI) Intelligence Office provided a briefing on the activities of the Justice Intelligence Coordinating Council (JICC).  CICC and GIWG members, Mr. Modafferi and Mr. Porter, attend the JICC meetings as local and state liaisons.  Mr. Elliff revealed that the JICC is currently reviewing President Bush’s national intelligence priorities.  Mr. Elliff advised that the JICC member agencies are pleased with the collaborative efforts occurring between the JICC and the GAC, the GIWG, and the CICC. 

Mr. Will Lueckenhoff, project manager for the FBI’s Law Enforcement National Data Exchange (N-DEx) Project, provided an update on the initiative.  Mr. Lueckenhoff advised the N-DEx National Consensus Process continues to be successful and many policy issues have already been resolved using this process.  He indicated that the prototyping and piloting phases of the project have begun and the initial meeting to address these phases was held earlier in the week.  Mr. Lueckenhoff advised the issue of federal crime reporting, or lack thereof, is also being addressed as part of the N-DEx Project.

Mr. Dave Barton, director of the Midwest High Intensity Drug Trafficking Area (HIDTA), provided a presentation on the National Virtual Pointer System (NVPS).  
Mr. Barton explained that the NVPS mission is to interconnect existing drug case or target pointer index systems now being operated.  This will allow participating local, state, and federal law enforcement agencies to access agency target information through a single point of entry.  He added that the NVPS will then serve as the model for an all crime case/subject pointer index system.  Mr. Barton reviewed the goals and objectives for the development of the NVPS and described the data elements, data flow, and the resulting action when a positive match is made.  He cited examples of the query-response process from several of the NVPS development participants.  (Attachment B)  


Mr. Peter Modafferi, cochair of the GIWG Policy/Standards Committee and Chief of Detectives at the Rockland County, New York, District Attorney’s Office, provided an update on the fusion center standards development initiative.  He explained that several local and state agencies are currently developing fusion centers using funds received from the DHS, and there are no standards in existence for fusion and data integration centers to use in order to ensure interoperability with other such centers.  As a result, OJP directed Global to establish the Fusion Center Focus Group to identify and discuss model standards for fusion centers.  Mr. Modafferi advised initial meeting of the focus group is scheduled for August 24-25, 2004, and he expects a report of the focus group findings to be developed quickly. 

Mr. Daniel Oates, chair of the GIWG Connectivity/Systems Committee, and Chief of the Ann Arbor, Michigan, Police Department, provided an update on the progress of the Committee’s Systems Assessment/Functional Map initiative.  Mr. Oates advised the Committee learned of an NIJ initiative to conduct a similar survey.  The Committee is working with Mr. Hyuk Byun of NIJ to see if the efforts of the two groups can be combined.  He advised an action plan will be discussed at the upcoming Committee meeting.


Mr. Richard Russell, director of the Information Sharing and Collaboration (ISC) program, DHS, provided an overview of the program.  The ISC mission is to coordinate and facilitate the information sharing efforts throughout DHS and with their customers and partners, particularly local, state, tribal, and federal law enforcement and the private sectors.  To achieve this, an interoperable system-of-systems will be developed that will improve how personnel within each of the Directorates and elements of DHS share information and collaborate with one another within their respective organizational element and within the Department; enhance information sharing and collaboration across all the federal government departments and agencies engaged in the homeland security mission; and support information sharing and collaboration with officials of state, territorial, tribal, major city, and local governments and, where appropriate, representatives of the private sector supporting homeland security.  Mr. Russell reviewed the projected ISC program benefits, timeline for completion, and program management.  He welcomed ideas from the Global membership on how to improve and foster collaboration.  (Attachment C)

Mr. Martin Smith, Program Manager for Information Sharing, DHS, provided an update on the DHS Homeland Security Information Network (HSIN).  Mr. Smith defined HSIN as a framework for information sharing that will serve as a plan for organizing information sharing and collaborative efforts among all homeland security partners, not just intelligence or law enforcement.  He described HSIN as an architecture, not a system; a “shared space,” not another physical network.  Mr. Smith then reviewed the HSIN goals, principles, and strategy, as well as the roles and responsibilities of the participant as an individual user, provider of data or services, and provider of credentials.  He completed his presentation by reviewing the current initiatives and challenges.  

After the presentations were completed, Chairman Bouche provided final comments to the group.  He advised that several significant products were nearing completion and the GIWG and CICC membership will be asked to provide comments on the documents prior to the products being forwarded to the GAC for review and endorsement.  He thanked the members in advance for their time, efforts, and careful consideration of these important projects.  There being no further business, the meeting was adjourned.

GIWG Committee Meeting Summaries


On August 20, 2004, the four GIWG Committees met from 8:00 a.m. to 1:00 p.m. and addressed individual agenda items.  Summaries of the meetings are provided below.

Connectivity/Systems Committee Meeting


Mr. Daniel Oates, chair of the GIWG Connectivity/Systems Committee and Chief of the Ann Arbor, Michigan, Police Department, convened the meeting, welcomed all attendees, and invited them to introduce themselves.  The following Committee members were in attendance: 

Jack Anderson

  Orange County, California, Sheriff’s
   Office

Kent Mawyer

  Texas Department of Public Safety

Lisa Mendis (for Mike Duffy)
  U.S. Department of Justice
Phil Ramer

  Florida Department of Law Enforcement

Richard Russell

  U.S. Department of Homeland Security


Mr. Steven Bova, Mr. Ed Manavian, Mr. Martin Smith, and Mr. Harold Wankel were unable to attend.  The following GIWG members, observers, and staff were present during the meeting:

Ken Bouche

  Illinois State Police

Hyuk Byun
  National Institute of Justice
John Elliff

  Federal Bureau of Investigation
Bob Cummings

  Institute for Intergovernmental  
   Research
Joe Heaps

  National Institute of Justice
Gerard P. Lynch, Esquire
  Regional Information Sharing Systems
Mark Michalic

  Bureau of Alcohol, Tobacco, Firearms  
   and Explosives 
Terri Pate

  Institute for Intergovernmental Research
Joseph Polisar

  Garden Grove, California, Police
   Department
Richard Russell

  U.S. Department of Homeland Security
Morgan Wright

  BearingPoint, Inc.

Chairman Oates announced that Mr. Kent Mawyer, Chief, Texas Department of Public Safety, had been designated vice chair of the Connectivity/Systems Committee and thanked him for his willingness to serve.  He also announced that Mr. Richard Russell will become a permanent member of the Committee.  

FBI Watch Lists
Chairman Oates asked Mr. Bob Cummings to brief the Committee on a discussion from the August 19 CICC meeting regarding FBI watch lists.  Mr. Cummings explained that there is an ongoing effort within the FBI to consolidate watch lists.  These lists are currently available to local and state officers through the Violent Gang and Terrorist Organization File (VGTOF), accessible via the National Crime Information Center (NCIC).  It was recommended that a document be prepared, with police chiefs as the intended audience, that explains what watch lists exist, access protocols, and what an officer should do if he encounters someone that is on a watch list.  Mr. John Elliff offered the FBI’s assistance with completing this task.  He advised the document should include prominent examples of watch lists and what to do with the information. 

Functional Map of Intelligence Sharing Capabilities
Chairman Oates advised that the NIJ has initiated beginning a project similar to the functional map of intelligence sharing capabilities that the Connectivity/Systems Committee is undertaking and suggested that the two projects could be integrated.  The Committee’s goal is to create a functional map of systems that currently exist in an effort to find a way to achieve better connectivity and then communicate that information to sheriffs and chiefs.  He asked Mr. Hyuk Byun, NIJ, to describe their project.  Mr. Byun provided an overview of the Comprehensive Regional Information Sharing Project (CRISP), which is a joint effort between NIJ and the Mitretek Systems Center for Criminal Justice Technology.  He explained that there is no single place to obtain information on who is connected and sharing information with whom.

Mr. Hyuk explained that the CRISP team intends on examining approximately seven regional information sharing systems with a goal of determining whether information sharing is making a difference to law enforcement and to create a requirements document and a functional and technical map of information sharing.  
Mr. Byun feels that personal contact with the information sharing programs’ stakeholders is necessary in order to maximize the response.  NIJ is anticipating a 10-month time frame for the project.  Mr. Byun feels that there is a great deal of synergy between the CRISP project and the functional map that the Connectivity/Systems Committee is working to develop.  He advised that the NIJ project can be modified to meet the purposes of the Committee project.  Mr. Elliff offered the assistance of the FBI in conducting the surveys of law enforcement agencies that will be necessary as part of this project.  Mr. Byun related that NIJ wants to target several systems for review, and he requested input from the Committee on the systems to select.  After much discussion, the Committee identified the following systems that may warrant further examination:  Regional Information Sharing Systems®, Law Enforcement Online, HSIN, Criminal Information Sharing Alliance network (CISAnet), Pennsylvania’s Justice Network (JNET), Criminal Justice Network (CJNet), CLEAR, and Automated Regional Justice Information System (ARJIS).  It was agreed that the preliminary survey questions developed by the Committee would be provided to NIJ for possible inclusion in the project plan.  

Security Architecture Committee

Mr. Phil Ramer, Special Agent in Charge, Florida Department of Law Enforcement, and Mr. Mawyer provided an overview of activities from the August 19 GSAC meeting.  The Committee believes that the system architecture developed/identified by the GSAC should be as simple as possible—perhaps similar to a Google search with a pointer to where you need to go to find information.  Mr. Mawyer advised he would convey this at the next GSAC meeting.  

Chairman Oates also attended the August 19 GSAC meeting as a representative of the GIWG along with Mr. Mawyer and Mr. Ramer.  A decision was made that Mr. Mawyer will remain as the sole GIWG representative on the GSAC.  

Analytical Tools Subcommittee
The NCISP recommended development of an acquisition mechanism or centralized site that will enable law enforcement agencies to access shared data visualization and analytic tools.  Mr. Miles Matthews was originally designated to chair a subcommittee to address this issue; however, Mr. Matthews is no longer a member of the Connectivity/Systems Committee.  Mr. Jack Anderson volunteered to assume the task, and Chairman Oates asked that Ms. Marilyn Peterson and Mr. Russ Porter also be included in the undertaking.

There being no further business, Chairman Oates adjourned the meeting.

Outreach/Training Committee Meeting

Mr. Tom O’Connor, cochair of the GIWG Training/Outreach Committee and Chief of the Maryland Heights, Missouri, Police Department, opened the meeting by reviewing the agenda and goals for the day.  Agenda items included the reviewing of the core minimum training standards, the executive-level intelligence curriculum, and the executive outreach seminar.  Mr. Bill Berger, cochair of the Committee and Chief of the North Miami Beach, Florida, Police Department, also welcomed the attendees and stressed the importance of outreach to support the acceptance and endorsement of the materials identified by Chief O’Connor.  Chief O’Connor asked the participants to introduce themselves.  The following Committee members were in attendance:

Donald J. Brackman

  National White Collar Crime Center

Ron Brooks

  Northern California HIDTA
Gerard P. Lynch, Esquire

  MAGLOCLEN

Ritchie Martinez

  Arizona Department of Public Safety/HIDTA

Jerry Marynik

  California Department of Justice 

Richard Randall

  Kendall County, Illinois, Sheriff’s Office

The following GIWG members, observers, and staff were present during the meeting:
Ken Bouche

  Illinois State Police

Willie Bradley

  Boston, Massachusetts, Police 
   Department

Dennis Ellis

  Indiana State Police 

Mike Felix

  Los Angeles, California, Police
   Department

David Lodge

  Counterdrug Intelligence Executive
   Secretariat 

Mark Michalic
  Bureau of Alcohol, Tobacco, Firearms and 
   Explosives

Michelle Nickens 

  Institute for Intergovernmental Research 
Doug Poole

  U.S. Drug Enforcement Administration
Joseph Polisar

  Garden Grove, California, Police
   Department
Chief Berger explained that the Committee members must stress the importance of producing positive results, the need for strong consensus, and continued partnerships.  
Chief O’Connor addressed concerns regarding the funding and logistics of training.  
Mr. Jerry Marynik proposed forwarding recommendations regarding funding needs, training delivery, and support to the CICC for consideration.  Mr. Bouche, cochair of the CICC, agreed, indicating that funding was the CICC’s responsibility.  Other suggestions were discussed to help bolster funding, such as awarding grants to agencies that endorse the training standards.  Overall, the group shared similar concerns regarding the next steps associated with training and outreach.  

Minimum Criminal Intelligence Training Standards
Chief O’Connor referred to the Criminal Intelligence Training Coordination Strategy (CITCS) working group report on minimum intelligence training standards contained in the participant’s materials.  He requested Ms. Michelle Nickens to provide a brief history of how the standards document came to fruition.  Ms. Nickens advised that the Counter-Terrorism Training Coordination Working Group (CTTWG) created the CITCS and joined forces with the GIWG, providing linkage between the two groups.  The CITCS was tasked with developing minimum training standards for the following types of positions:  Intelligence Analyst, Intelligence Manager, Executive, General Law Enforcement (In-Service and Basic), and Train-the-Trainer.  

Ms. Nickens explained that the CITCS met a number of times and developed standards for each of the training classifications.  The CITCS used the NCISP training objectives as a foundation for their work.  However, during the course of their meetings, recommendations were made to adjust some of the objectives.  Ms. Nickens referred the Committee members to a document contained in their materials that summarized these changes.  Chief O’Connor asked the group to review the recommendations and provide feedback and/or approval.  The following summarizes the Committee’s recommendations:

· Accepted all CITCS changes regarding Intelligence Analyst.

· Agreed to leave Objective III under Intelligence Manager as originally written.

· Requested that Objective IIa and IIb under Executive be split and renumbered.

· Requested that Objective II under Law Enforcement Officer be reinstated.
· Recommended minor word revisions to Objectives II, III, IV, and VI under Train-the-Trainer.

· Reinserted Objective IX under Train-the-Trainer.

With these changes, the Training/Outreach Committee endorsed the report.   In addition to the standards contained in the CITCS report, an additional training classification was included in the NCISP—Intelligence Officer/Collector.  The CITCS was not tasked with developing minimum standards for this classification.  However, included in the Training/Outreach Committee’s materials was a draft document outlining the objectives and standards for this classification.  The standards are consistent with those used by the CITCS for similar objectives.  The Committee reviewed the draft and approved it without change.  

The group also discussed the need for certification, especially for analysts.  The group determined that certification may be a future item for further discussion and action.

Executive-Level Curriculum
Chief O’Connor asked the Committee members to review the Executive-Level Curriculum instructor notebook entitled Criminal Intelligence for the Chief Executive.  This curriculum was developed by the National White Collar Crime Center (NW3C).  A focus group was held in February 2004 with participants from GIWG as well as other intelligence experts to assist in developing the curriculum.  A pilot course for the curriculum is planned in fall 2004.  Example notebooks of the Instructor Guide and Participant Notebook were viewed during the meeting.  The group reviewed each slide contained in the presentation, made suggestions, and added or deleted items as agreed.  Pending the updated version, the Committee endorsed the curriculum.

Executive Outreach Seminar—NCISP
Chief Berger summarized the purpose of the Executive Outreach Seminar and directed the participants to the outreach materials contained in their meeting folder.  He explained that it is imperative that the law enforcement community understand the NCISP and how their agency fits into the intelligence arena.  He stressed that every chief and sheriff has a stake in this process and should be informed of the resources available.  He explained that without an outreach component, it will be difficult to institutionalize the NCISP throughout the country at all levels of law enforcement.  He explained that ultimately, this outreach piece should be used to educate law enforcement and to obtain endorsement and acceptance.  The group discussed the draft outreach material and approved its content and use.  

Chief Berger discussed the need for an overall plan to fund and deliver this outreach tool nationwide.  The group agreed that a pilot seminar would be helpful to gauge its effectiveness.  In addition to using upcoming conferences as outreach mechanisms, the Committee suggested utilizing the following additional methods: contacting the leadership of various organizations, attending organizational meetings of groups such as the Law Enforcement Intelligence Unit (LEIU) and IALEIA, utilizing media coverage, and building public relations.  The group recommended breaking the country into regional components and utilizing GIWG representatives as outreach liaisons.  Chief Berger suggested that an outreach delivery plan should be developed and some of the suggestions offered by the group should be incorporated into the plan.

With no further business, the meeting was adjourned.

Policy/Standards Committee Meeting

The GIWG Policy/Standards Committee meeting was cochaired by 
Mr. Thomas Frazier, Executive Director of the Major Cities Chiefs Association, and 
Mr. Pete Modafferi, Chief of Detectives of the Rockland County, New York, District Attorney’s Office.  The following Committee members were in attendance:

Max Fratoddi

  Federal Bureau of Investigation

Dennis Garrett

  Arizona Department of Public Safety

Percy Howard

  U.S. Department of Homeland Security

Dennis Morton

  National Drug Intelligence Center

Mike Muth

  U.S. Department of Justice

Steven Raubenolt

  Office of the Attorney General of Ohio

The following GIWG members, observers, and staff were present during the meeting:
Lee Ann Bernardino

  Federal Bureau of Investigation

David Clopton, Ph.D.
  National Institute of Justice

June Hill

  Institute for Intergovernmental Research

Don Johnson

  Institute for Intergovernmental Research

Ed Manavian

  California Department of Justice

Collaboration With the Private Sector


Chief Modafferi began the meeting by discussing the need for a private liaison strategy to use as a tool for information sharing.  He stated that a primary tool for solving and preventing crime is the exchange of information among local and state law enforcement.  He stressed that the same exchange of information should occur between law enforcement and the private sector.  He added that technology is considered a vital part of information sharing but that building and maintaining relationships with the private sector at the local, state, and national levels can be of significant benefit in reducing crime, apprehending suspects, and curtailing terrorist acts in the United States.  


Mr. Dennis Morton, Assistant Director of the National Drug Intelligence Center, advised he had attended the midyear IACP joint meeting of the Police Investigative Operations and Private Sector Liaison Committees in Monterey, California, and he praised the speakers at that meeting.  He related that 85 percent of the nation’s infrastructure is controlled by the private sector and agreed that law enforcement at all levels should be working with private industry, national, and multinational corporations who have access to needed information.  Mr. Morton advised that some private corporations already work with the federal government and cited the Overseas Security Advisory Council (OSAC), established by the U.S. Department of State to foster the exchange of security-related information between the U.S. government and American private sector operating abroad.  Mr. Morton stated that the primary issue and concern of federal law enforcement agencies with private sector information sharing is material classified as sensitive or secret.  Likewise, although the private sector holds a wealth of information, they are hesitant to divulge customer information due to possible legal ramifications.  In addition, there are private companies that have policies preventing employees from providing information to law enforcement.  It was noted that DOJ has resources to protect information, as well as the private sector providing it.   


The Committee discussed sources of information, existing models and ongoing private sector liaison programs, private sector corporations and agencies, and other issues.  It was agreed that any private liaison program should focus on an all crimes approach/perspective.  Private sector companies that could provide information/data to law enforcement were identified.  These include companies that sell information, provide free information, and those that store significant amounts of information/data but provide it only when asked or required by legal means.  The following companies/agencies were identified:  

· Guard services

· Internet service and Internet security providers

· Delivery services (United Parcel Service, FedEx, etc.)

· Financial services

· Fortune 500

· Nonprofits

· Nongovernmental organizations (Red Cross, United Way, etc.)

· Industry-specific Information Sharing and Assessment Centers (ISAC)


Mr. Frazier explained that industry-specific ISACs were established to implement a coordinated national effort for preventive response and recovery measures to ensure the security of the nation’s critical infrastructures.  Several industries operate ISACs in partnership with DHS.  Some of these include the financial services, electric power, oil and gas, water, real estate, surface transportation, public transportation, research and education, emergency management and response, information technology, chemical and food, and telecommunications sectors.  ISACs provide a communications venue for DHS to disseminate advisories, assessments, and alerts to private sector industries throughout the country that have possible serious national security, economic, or social consequences.  


The Committee identified several issues relevant to the private sector.  They include information exchange and collection, labor/management, liability, prosecution/legal, training, and handling of proprietary information.  It was noted that the Global Privacy and Information Quality Working Group (GPIQWG) is addressing the handling of proprietary information.


The Committee continued discussions regarding existing models and ongoing private sector liaison programs and resources.  It was suggested that Global should hold a meeting in regard to private sector liaison and that selected private sector representatives should be invited to participate.  The following programs were identified as potential participants: 

· Joint Terrorism Task Force (JTTF)

· Overseas Security Advisory Council (OSAC)

· Information Sharing and Assessment Centers (ISAC)

· Information Assurance Advisory Council (IAAC)

· Electronic Crime Task Force (ecTaskForce)

· American Society for Industrial Security (ASIS)

Fusion Center Standards Development

The next item discussed was the review of the draft agenda and topics 
for consideration at the Fusion Center Focus Group to be held August 24-25, 2004, in Atlanta, Georgia.  It was explained that several local and state agencies are developing fusion centers using funds received from DHS, and currently, there are no standards in existence for fusion and data integration centers to use in order to ensure interoperability with other such centers.  As a result, OJP authorized Global to establish the Fusion Center Focus Group to identify and discuss model standards for fusion centers.  


It was agreed that the agenda should include a briefing to define current types of DHS and Office of Domestic Preparedness (ODP) centers (fusion centers, Homeland Security Operation Centers, etc.); their relationship to JTTFs, the Federal Emergency Management Agency, and existing local or state command centers; and clarification of funding sources, number and location of centers, and any directives anticipated for additional centers as a result of The 9/11 Commission Report.  The criminal/terrorism intelligence function of a fusion center was discussed, and it was noted that the mission of DHS is intelligence, not operations.  The Committee was in agreement that fusion centers should communicate with all other centers, and that colocating with existing facilities should be considered.  It was also noted that the sharing of information is not necessarily related to funding.  


Chief Modafferi urged the Committee members to be part of the decision-making process to assure that the user’s perspective and local law enforcement needs are considered as the intelligence function is designed for fusion centers.  There was further discussion regarding components that should be considered for a fusion center.  As a result, the Committee agreed that the meeting agenda should be revised to focus on the intelligence function of a fusion center.  

There being no further business, the meeting adjourned.

Privacy Committee Meeting

Mr. Russell Porter, chair of the GIWG Privacy Committee and Special Agent in Charge, Iowa Department of Public Safety, convened the meeting, welcomed all attendees, and invited them to introduce themselves.  In addition to Chairman Porter, the following committee members were in attendance:
Alan Carlson

  Justice Management Institute
Michael Schrunk

  Multnomah County, Oregon, District
   Attorney’s Office

Mr. Vernon Keenan, Mr. Kurt Schmid, and Mr. Richard Stanek were unable to attend.  The following GIWG members, observers, and staff were present during the meeting:

Bob Greeves

  U.S. Department of Justice 

Ms. Alzira Meierling

  Justice Management Division
J. Patrick McCreary

  U.S. Department of Justice
Greg Miller 

  Federal Bureau of Investigation
Diane Ragans

  Institute for Intergovernmental Research

Law Enforcement Intelligence Unit (LEIU) Audit Checklist
Chairman Porter opened the discussion by providing the background and framework for the LEIU Audit Checklist.  Chairman Porter advised the checklist was developed in support of the NCISP.  He indicated that the checklist can assist law enforcement executives with conducting a review of their agency’s criminal intelligence function.  Law enforcement agencies that use the checklist can demonstrate their commitment to protecting the constitutional rights and the privacy of individuals, while ensuring the operational effectiveness of their criminal intelligence function.  
Chairman Porter advised there were a few modifications to be completed on the checklist, but he expected the document to be completed in approximately 30 days.  This timeline would allow for the checklist to be added to the resource library on the NCISP CD, so that it may be distributed at the upcoming annual IACP conference in November 2004.

Model Privacy Policy
Discussion moved on to the development of a model privacy policy by the Committee.  It was related that the Committee should ensure that the privacy policy and audit checklist address only the intelligence function and not the records management data within an agency.  Additionally, the attendees noted the need to become familiar with the current activities of the GPIQWG in order to leverage what they are doing and avoid duplication of efforts.  

The attendees identified a need to have an entire “package” of items that would assist law enforcement agencies with privacy issues.  Potential items that may be in the package include a model privacy policy, the LEIU Audit Checklist, a selected reading list, and a training piece (which should contain approximately 10 scenarios that identify issues that are central to privacy concerns).  The attendees voiced the possibility of providing the draft policy to privacy groups for vetting prior to distribution.  Additionally, Chairman Porter suggested referring the training portion of the privacy package to the Training/Outreach Committee for initial development.  

Mr. Alan Carlson of the Justice Management Institute advised he would be willing to begin developing the model policy.  The attendees requested that Committee staff obtain and forward all available privacy policies to Mr. Carlson for his review.  The group outlined elements that should be addressed in the model privacy policy including a definition of who it applies to (public agency or private law enforcement), collection, private sources, storage, collation, analysis, sharing/dissemination, use of the information, and enforcement/sanctions issues.  
Following this discussion, the Committee members identified several issues to consider when developing a model privacy policy, including:

· What is legal vs. good public policy

· Privacy issues

· Federal privacy act (states really do not have privacy laws like the feds do)

· Freedom of Information Act
· Computer Matching Act

· Privacy Tort (lawsuit for invasion of privacy)

· Privacy expectation

· personal information

· accuracy/information quality

· identity

· geographic information systems
· radio frequency identification
· “black box”
· First Amendment

· Free speech

· Free assembly/demonstration

· Freedom of religion

· Political views or purposes

· Fourth Amendment

· Unreasonable search

· Standard for subpoena/search warrant

· “Plain view”

· Fourteenth Amendment

· Race/ethnic discrimination

· Statutory Prohibitions

· Division of Motor Vehicles

· Victim/witness rape shield

· Medical/mental health (HIPAA)

· Credit 

· Juvenile (privacy vs. confidentiality)

· Expungement

· U.S. Patriot Act

· Privacy

· Adverse Impact

· Do not fly

· Licensing/benefits 

In summing up the discussion, the Committee indicated the organizing structure for dealing with privacy issues should have layers/levels of policies.  Suggested levels could consist of:

1. Implementing/governing statute
2. Privacy and civil rights/liberties policy

a. IJIS/Criminal Justice Information Systems
b. Record management services/investigative

c. Intelligence

3. Manuals

a. Operations

b. Personnel

With no further business to be discussed, the meeting was adjourned.
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