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Executive Summary

Ms. Chelle Uecker, Global Security Working Group Chair, brings before the Global Advisory Committee (GAC) for recommendation and action the concept of a trusted federation environment for secure information sharing, including the Global Federated Identity and Privilege Management (GFIPM) concept and the following resource documents titled “Global Federated Identity and Privilege Management Recommendation Report: A Global Concept” and “Global Federated Identity and Privilege Management: A Global Concept Activities and Progress Report.”  A federation creates a trusted environment where organizations can use identity information to facilitate information sharing.  The concept of a federation resolves the following problem statement. 


Background
What Is GFIPM?  A federation is a group of two or more trusted partners with business and technical agreements that allow a user from one federation partner (participating agency) to seamlessly access resources from another partner in a secure and trustworthy manner. 

The federation provides a standardized means for allowing agencies to directly provide services for trusted users that they do not directly manage.  The identities from one enterprise domain (or identity provider) are granted access to the services of another enterprise (or service provider).  A well-defined set of trusted attributes about locally authenticated users is securely exchanged between identity and service providers, allowing for identification and fine-grained dissemination decisions to be made by each participating agency in accordance with its local policies and business practices.

At the highest level of concept within the GFIPM model, there are three vital components that must interact between users of multiple systems:

· Identity Provider (IDP)

· Service Provider (SP)

· User Profile Assertion (Metadata)

Within a federation, organizations play one or both of two roles: identity provider and/or service provider.  The identity provider is the authoritative entity responsible for authenticating an end user and asserting an identity for that user in a trusted fashion to trusted partners.  The identity provider is responsible for account creation, provisioning, password management, and general account management.  This may be achieved with existing locally accepted security mechanisms and tools.  In a driver’s license illustration, a citizen’s home state government is his identity provider responsible for validating the true identity of the citizen.  Those partners who offer services or share resources but do not act as identity providers are known as service providers.  The service provider relies on the identity provider to assert information about a user, leaving the service provider to manage access control and dissemination based on these trusted sets of attributes.
What Is the Value Proposition of Federated Identity?  The following table lists potential benefits of a federated environment that can be realized if designed into the GFIPM framework.  Federated identity provides a loosely coupled, interoperable approach to identity management that meets the requirement for cross-domain authentication, authorization, and attribute sharing with a minimum of technical interdependencies.

	Benefit
	Description

	User Convenience
	Users can access multiple services using a common set of credentials, making it easier to sign on and access applications and to manage account information.

	Interoperability
	By specifying the security standards and framework, applications can adopt security profile specifications for authentication and authorization processes. 

	Information Sharing
	Federation facilitates information sharing about an individual’s identity by reducing the overall work required to maintain connections and reduce the friction among multiple domains.  

	Cost Savings
	Federation significantly reduces individual justice agencies security administration costs and risks by delegating user administration, authentication and authorization of external users to the federation partner organization(s) to whom the external users are affiliated


	Privacy
	Federated domains can reduce the propagation of personal identity information, reduce the redundant capture and storage of personal identity information, and depersonalize data exchanges across domains.

	Security
	Federation can improve the security of local identity information and data in service provider and service consumer applications.


Concept Recommendation 

GAC members have been provided advance copies of the “Global Federated Identity and Privilege Management Recommendation Report: A Global Concept.” The Recommendation Report also includes a description of the development and lessons learned from the U.S. Department of Justice (DOJ)/U.S. Department of Homeland Security (DHS) Demonstration Project for GFIPM and draft specifications for the User Profile Assertion as developed by the Global Security Architecture Committee.  

Whereas security and privacy are critical aspects of the information sharing goals of the Global community, and whereas other Global products and approaches (i.e., Service-Oriented Architecture (SOA) and privacy) are inherently supported by the GFIPM concept, and whereas the GFIPM concept addresses an explicit means of exchanging identity, authentication, and privilege information among information sharing partners, therefore this GFIPM Concept Recommendation seeks to fulfill a critical step in the Global framework for security and privacy in justice information sharing.  

Proposed GAC Resolution
The proposed wording for the GAC resolution follows.

The GAC, on behalf of Global:
· Recognizes GFIPM as the recommended scalable approach for development of interoperable security functions for authentication and privilege management for information exchange among cross-domain justice information sharing systems, 

· Adopts the Global Security Working Group’s “Global Federated Identity and Privilege Management Recommendation Report: A Global Concept” as a recommended resource for defining the next steps and activities to further the utility of GFIPM for the justice community, and

· Urges the members of the justice community to consider GFIPM as a potential building block to a distributed security solution when authenticating users between organizations.
Problem Statement: How should local, state, tribal, and federal justice and public safety organizations exchange identity information across domains to support real-time sessions or transactions within a secure environment?   
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