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Background and Governance

Security of the entire information exchange enterprise is only as strong as the weakest link.  The Global Justice Information Sharing Initiative (Global) Security Working Group (GSWG) pursues security measures necessary for today's enhanced information sharing abilities.  Of particular importance is determining effective security standards for legacy networks/systems, as well as the new and enhanced networks and systems to which they are joined.

The GSWG established a subcommittee, the Global Security Architecture Committee (GSAC), to develop security architecture in support of the National Criminal Intelligence Sharing Plan (NCISP).  The plan calls for “A technology architecture to provide secure, seamless sharing of information among [intelligence] systems.”  Specifically, “The Criminal Intelligence Coordinating Council (CICC) shall work with Global's Systems Security Compatibility Task Force [aka GSAC] to identify and specify an architectural approach and transitional steps that allow for the use of existing infrastructures of technology, governance structures, and trust relationships at the local, state, regional, tribal, and federal levels to leverage the national sensitive but unclassified (SBU) communication capabilities for information sharing.  This strategic architectural approach shall ensure interoperability among local, state, regional, tribal, and federal intelligence information systems and repositories.”   

The architectural approach being pursued by GSAC is based on the concept of Global Federated Identity and Privilege Management (GFIPM), and its utility can extend beyond that of the intelligence community.

The Problem

As identified by the Global NCISP, the Markle Report, the 9/11 Commission, and Executive Order 13388, there are many recognized SBU networks and information systems that support substantial investments in technology, governance structures, and trust relationships throughout the country which are not interoperable.  The sharing of justice, intelligence, and terrorism information is critical to law enforcement and the protection of our nation.  One of the primary impediments to secure electronic information exchange and system interoperability is that of identity and privilege management.  Namely, making sure the right individuals have access to needed authorized resources.  This challenge is not limited to the intelligence community but is applicable to justice and public safety at large. 

Today, justice practitioners must participate in multiple registration processes and manage multiple security mechanisms and passwords in order to get access to appropriate resources.  With an increasing demand for secure information sharing between local, state, and federal agencies, this approach is becoming increasingly unmanageable from a security and administrative perspective, frustrating to users, costly, and will not scale to meet the information sharing vision.  

Overview of GFIPM

How Does the GFIPM Model Address This Problem? 

A federation is a group of two or more trusted partners with business and technical agreements which allow a user from one federation partner (participating agency) to seamlessly access resources from another partner in a secure and trustworthy manner. 

The federation provides a standardized method for agencies to provide information services to trusted users that they do not directly manage.  The identities from one enterprise domain or identity provider are granted access to the services of another enterprise or service provider.  A well-defined set of trusted attributes about locally authenticated users are securely exchanged between identity and service providers allowing for identification and fine-grained dissemination decisions to be made by each participating agency in accordance with their local policies and business practices.

The Federation Value Proposition

The cost and complexity of identity administration in today's environment is primarily due to a single reason—to provide access to a user for a service or an application means giving the user an account within the service or application-specific repository.  The fundamental practice of creating and managing user accounts leads to various administration, single sign-on, and compliance issues.  The federated concept allows effective off-loading of user administration costs back to the provider who has direct responsibility for managing the user.  The user experience is improved because users can navigate easily between Web sites while maintaining a global log-in identity.  Integration is simplified because there is a common way to network identities between agencies or between applications.  Organizations can eliminate the debates caused by incompatible identity and security management mechanisms.  The federated model enables service providers to share resources to a large base of established users and partners who would normally not have access.

Passport Analogy

Passport authorities are an example of a real-world federation.  A citizen does not initially have a passport.  If a citizen decides he wants to visit other countries, he must apply for a passport from his government passport office.  The government is responsible for verifying the citizen’s identity before issuing the passport.  Different countries will likely have different processes for verifying identity within the country.  This process might involve presenting some locally valid document, such as a birth certificate, together with a photograph that is signed by an authoritative person who confirms the applicant’s identity.

In essence, the passport authority is validating the user’s identity based on a locally valid credential and is then issuing a passport which validates the same person but in a format that will be accepted by other countries.  Within a federation, there is always the requirement of trust.  Trust allows information asserted by one partner to be accepted as truth by another partner.  In a federation, this trust is the basis that allows services to be provided to multiple partners.

In our example of a federation of governments, trust between the government passport authorities allows a passport issued by one government to be accepted as proof of identity by another government.  Your passport proves that your local government trusts your identity.  It is an indication that your government has done some level of checking to ensure the photograph in the passport matches the name and other details in the passport.  Moreover, the passport provides critical information about your identity that complements the process of authorization or, in other words, “What rights and privileges does this person have?”  

Value Proposition of Federations

The concept of GFIPM is an industry-proven and market-driven methodology that fits well against the goals of the Global justice information sharing communities.  The following are many of the generalized benefits of federated identity:

	Benefit
	Description

	User Convenience
	Users can access multiple services using a common set of credentials, making it easier to sign on and access applications and to manage account information.

	Interoperability
	By specifying the security standards and framework, applications can adopt security profile specifications for authentication and authorization processes. 

	Information Sharing
	Federation facilitates information sharing about an individual’s identity by reducing the overall work required to maintain connections and reduce the friction among multiple domains.  

	Privacy
	Federated domains can reduce the propagation of personal identity information, reduce the redundant capture and storage of personal identity information, and depersonalize data exchanges across domains.

	Security
	Federation can improve the security of local identity information and data in service provider and service consumer applications.


Basic Concepts of GFIPM

Essential Components

At the highest level of concept within the GFIPM model, there are three vital components that must interact between users of multiple systems:

· Identity Provider (IDP)

· Service Provider (SP)

· User Assertion (metadata)

Within a federation, organizations play one or both of two roles:  identity provider and/or service provider.  The identity provider is the authoritative entity responsible for authenticating an end user and asserting an identity for that user in a trusted fashion to trusted partners.  The identity provider is responsible for account creation, provisioning, password management, and general account management.  This may be achieved with existing locally accepted security mechanisms and tools.  In the passport illustration, a citizen’s home government is the identity provider responsible for validating the true identity of the citizen.  Those partners who offer services or share resources but do not act as identity providers are known as service providers.  The service provider relies on the identity provider to assert information about a user, leaving the service provider to manage access control and dissemination based on this trusted set of attributes.
Metadata for User Assertions

The concept of the common or globally understood metadata across federation systems is the linchpin to GFIPM interoperability.  Just as a common Extensible Markup Language (XML) data model was the key to data interoperability, a standard set of XML elements and attributes about a federation user’s identities, privileges, and authentication details can be universally communicated.  This common metadata, in the form of an assertion between systems, allows the data owners (service provider) to process and enforce its local policies and technologies for providing security, thereby making independent access and data privacy enforcement decisions about other federation users’ requests for access to specific data or data system resources.
Metadata Modeling:  Leveraging Global JXDM

It is only logical, given the work and success of the Global JXDM and the National Information Exchange Model (NIEM) data modeling efforts, to leverage and reuse these specifications in describing the GFIPM assertions.  The advantage of the NIEM specification is that it inherently makes the model immediately more applicable to other domains and systems, rather than focused on criminal justice users and systems.  The design requirements for the GFIPM assertion include 1) identifying the attributes needed to support the use cases for interoperable federated identity and privilege management, 
2) identifying the standard technology and representation for these attributes, and 
3) defining the assertions structure for the technology employed.

Uses for Metadata

There have been four major purposes, or use cases, supported by the design decisions of the GFIPM metadata and assertion process: 

· Identification/Authentication—Those attributes needed to communicate the identification of end users and the associated authentication context.  Who is the end user, and how did they authenticate?
· Privilege Management—Those attributes captured by identity providers (IDPs) which can assist service providers (SPs) in making authorization decisions.  What certifications, clearances, job functions, local privileges, and organizational affiliations are associated with the end user that can serve as the basis for authorization decisions?
· Audit—Those attributes needed or required for the purposes of auditing systems, system access, use, and legal compliance of data practices.
· Personalization—Those attributes that can enable local systems to feature specialized services, regionalization, or special-interest characteristics of their local software (e.g., regional news or alerts, SIG information, display, and tool settings or preferences). 
GFIPM-M and GFIPM-A Design Process

The development process for the GFIPM assertion has been based on a limited scope.  The primary focus has been on the collection of attributes (metadata) required to support the GFIPM use cases and specify federated users and federated entities in accordance with known and applicable industry standards.  The scope was initially limited to responses provided by GSAC survey participants.

The first level of development was the identification and collection of metadata, 
GFIPM-M, based on the survey results of GSAC members and the systems that they represent.  This initial set of metadata was grouped and harmonized among the independent responses and then mapped to NIEM 0.3 as the base vocabulary.  This resulted in a straw man set of metadata which was then vetted back with the entire GSAC, a separate GSAC GFIPM tiger team, and the U.S. Department of Justice (DOJ)/
U.S. Department of Homeland Security (DHS) GFIPM demonstration project participants.  This resulted in the GFIPM-M 0.2 package, which is being used by the demonstration project today.  Lessons learned from this project to date have been captured and incorporated in the GFIPM-M 0.3 package, which is the current version and provides the basis for further development and expanded vetting.  

The next level of the development process seeks to build this metadata set into the form of a technology standardized assertion format, for example, Security Assertion Markup Language (SAML), which will result in the Global Federated Identity and Privilege Management Assertion (GFIPM-A).  Several different techniques for encoding this metadata into SAML assertions have been identified and documented as part of the GFIPM-M 0.3 package.  Lessons learned from the demonstration project and feedback from the broader community will lead to a specific recommendation and standard for the GFIPM-A.

The distinction of the attributes available within the GFIPM-Metadata is specific to the requirements for describing either a user or a federation entity.  In other words, the GFIPM-M supports both the necessary attributes for system-to-system, system-to-user, and/or user-to-user contexts for information sharing.  The profile, or use case, of either creating a federation entity assertion or a user assertion are subsetted within the GFIPM-M.  Separately, the GFIPM-A specification will detail the attributes and requirements for SAML encoding, binding, and assertion transport for either assertion use case.  However, beyond the context of the GFIPM-M, it should be noted that a comprehensive collection of all security metadata requirements required for the justice or national information sharing community including privacy, Service-Oriented Architecture (SOA), networking, other layers of the security stack, and a comprehensive security process were considered outside the scope of this initial survey and draft specifications.  
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