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FED ID MGT

" FBI Is Developing Federated ID Management.

" Part of CJIS Enterprise Identification and

Management Service (EIMS).
Identity and Access Mgt.
Federated ID Management.
Portal Services.

Web Services.

Management and Monitoring.

" 10C - September 2010
" DOJ, DOJ Components, DOJ Associates.
® Global / NEIF
" CJIS

®" FOC - January 2010

® Law Enforcement 2
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GFIPM COMPATIBLE

®" Fully Compatible With GFIPM and NEIF...

® SAML 2.0, 1.0 and GFIPM SAML 2.0 Mapping.
" Metadata Elements.

" Portal.

" Web Services.

® Coordination Underway to Facilitate Intra-
Federation Use...

® MOUs Between Federations (IDPs and SPs).
® Security.

B Authentication (User Name & Password, RSA AA & 2FA, PKI)
¥ Governance.
® Transition Plans. 3




FBI FED ID MGT
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Enterprise ID Provider
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ENTERPRISE ID PROVIDER

* Provided By CJIS.
Located at CJIS.
Remotely Provisioned.
SAML Capability.
Advanced Authentication.
FREE!




COMPLIMENTARY
FEDERATIONS
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GLOBAL Federation CJIS Federation
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®" The FBI’s Fed Id Mgt Project Is Underway...
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® On Scope, On Schedule, and On Cost.
® Marketing & Rollout Planning Has Begun.

® High Level Policy Already Approved.
® Initial Operating Capability (I0C):

® September 2010
® Full Operating Capability (FOC):

® January 2011.




POINTS OF CONTACT

" Federation Policy...
" Tim Reid Tim.Reid@ic.fbi.gov
(304) 625-5419

®" Federation Operations...

® Steve Lampo Steve.Lampo@ic.fbi.gov
(304) 625-4480
" Technical PM...

® Larry Freeland Larry.Freeland@ic.fbi.gov
(304) 625-5169

¥ Executive...

® William G. McKinsey William.McKinsey@ic.fbi.gov
(304) 625-2800
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QUESTIONS?




